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Security Advisory: Important

Topic

Red Hat OpenShift Dev Spaces 3.22.1 has been released.

Description

This release addresses CVE-2025-12548 'Eclipse Che — unauthenticated RCE and secret exfiltration
via TCP/3333".

Solution

Before applying this update, make sure all previously released errata relevant to your system have
been applied.

For details on how to apply this update, refer to:

https://access.redhat.com/articles/11258 &
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Fixes

(none)

CVEs

e CVE-2025-12548 @

References

e https://access.redhat.com/documentation/en-
us/red_hat_openshift_dev_spaces/3.22/html/administration_guide/installing-devspaces =
. https://access.redhat.com/security/updates/classification/D}

The Red Hat security contact is secalert@redhat.com. More contact details at
https://access.redhat.com/security/team/contact/.
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