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CVE ID CVE-2025-13175(https://www.cve.org/CVERecord?id=CVE-2025-13175)

Publication date 14 January 2026

Vendor YSoft

Product SafeQ 6

Vulnerable versions All before MU106

Vulnerability type

(CWE)

Missing Password Field Masking (CWE-

549(https://cwe.mitre.org/data/definitions/549.html))

Report source Report to CERT Polska

Description

CERT Polska has received a report about vulnerability in YSoft SafeQ 6 software and participated in

coordination of its disclosure.

The vulnerability CVE-2025-13175(https://www.cve.org/CVERecord?id=CVE-2025-13175): Y Soft

SafeQ 6 renders the Workflow Connector password field in a way that allows an administrator with UI

access to reveal the value using browser developer/inspection tools. The affected customers are only

those with a password-protected Workflow Connector. This issue affects Y Soft SafeQ 6 in versions

before MU106.
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Credits

We thank Hubert Decyusz and Karol Mazurek from AFINE Team for the responsible vulnerability report.

More about the coordinated vulnerability disclosure process at CERT Polska can be found at

https://cert.pl/en/cvd/(https://cert.pl/en/cvd/).

CERT Polska is a team operating

within the structures of NASK -

National Research Institute,

established in 1996 to respond to

computer security incidents. It

carries out the role of CSIRT NASK,

one of three such teams operating

at the national level within the

Polish national cybersecurity

system.

Social media

Facebook(https://www.fa

cebook.com/CERT.Polska

/)

X(https://x.com/CERT_Pol

ska_en)

LinkedIn(https://www.lin

kedin.com/showcase/cert

-polska)

GitHub(https://github.co

m/CERT-Polska)

Contact

Address: Kolska 12, 01-045 Warsaw, Poland

ePUAP: /NASK-Instytut/SkrytkaESP

e-Doręczenia: AE:PL-60057-61611-BCEGR-

11

E-mail: info@cert.pl(mailto:info@cert.pl)

Incident reporting:

incydent.cert.pl(https://incydent.cert.pl/#!/lang

=en)

cert@cert.pl(mailto:cert@cert.pl)
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