
LoadMaster Vulnerabilities: CVE-2025-13444 / CVE-2025-13447

This article describes two high-severity security vulnerabilities that affect the LoadMaster products and versions listed later in this article. We have not
received any reports that these vulnerabilities have been exploited, and we are not aware of any direct operational impact on customers. Nevertheless, all
vulnerable systems should be patched appropriately to avoid exploitation of these vulnerabilities.
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Information

The following issues have been identified:

CVE-2025-13444
UI/API Command Injection Remote Code Execution Vulnerability
(getcipherset)

CVE-2025-13447
UI/API Command Injection Remote Code Execution Vulnerability
(addapikey, delapikey, delcert, dmidecode, listapikeys, ssodomain)

On January 12, 2026, a patch will be made available via the download pages on the LoadMaster Community Portal. (Of course, these fixes will
also be included in all future versions.)

To benefit from these security enhancements, customers should install the appropriate update as soon as possible, as shown in the table below.
Customers can download the update using the links provided and install it following the directions in this technical note
(https://docs.progress.com/bundle/loadmaster-technical-note-updating-the-loadmaster-software-ga/page/Updating-the-LoadMaster-Software.html).

Product Affected Versions Patched Versions Public Release Date

LoadMaster GA 7.2.62.0 and all prior GA versions

7.2.62.2 (https://kemp-artifact-packages.s3.us-
east-

1.amazonaws.com/LoadMaster/7.2.62.2.35166c2-
RELEASE/LoadMaster-Patch-64bit.zip)

Jan 12, 2026

LoadMaster LTSF 7.2.54.15 and all prior LTSF versions

7.2.54.16 (https://kemp-artifact-packages.s3.us-
east-

1.amazonaws.com/LoadMaster/7.2.54.16.9bd0af9-
RELEASE/LoadMaster-Patch-64bit.zip)

Jan 12, 2026

Multi-Tenant
Hypervisor 7.1.35.11 and all prior versions

7.1.35.15 (https://kemp-artifact-packages.s3.us-
east-1.amazonaws.com/MT/7.1.35.15.d912f68-

RELEASE/Multi-Tenant-LoadMaster-Patch-
64bit.zip)

Jan 12, 2026

Note that the Multi-Tenant LoadMaster (LoadMaster MT) is affected as follows:

The MT hypervisor or Manager node is vulnerable to CVE-2025-13444 (only) and must be patched using the update listed above as soon as
possible.

The individual instantiated LoadMaster VNFs are vulnerable and must be patched using the update listed for the appropriate GA or LTSF
release above as soon as possible.

We also strongly recommend that customers follow our security hardening guidelines (https://docs.progress.com/bundle/loadmaster-technical-
note-loadmaster-hardening-ga).

If you have any questions, concerns or problems related to this article, please open a new technical support ticket
(https://support.kemptechnologies.com/hc/en-us) for assistance. Technical Support is available to all LoadMaster customers under a current
support contract. If you don't have an active support contract, please contact your Sales Account Manager.
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Disclaimer

The origins of the information on this site may be internal or external to Progress Software Corporation (“Progress”). Progress Software Corporation makes
all reasonable efforts to verify this information. However, the information provided is for your information only. Progress Software Corporation makes no
explicit or implied claims to the validity of this information.

Any sample code provided on this site is not supported under any Progress support program or service. The sample code is provided on an "AS IS" basis.
Progress makes no warranties, express or implied, and disclaims all implied warranties including, without limitation, the implied warranties of merchantability
or of fitness for a particular purpose. The entire risk arising out of the use or performance of the sample code is borne by the user. In no event shall
Progress, its employees, or anyone else involved in the creation, production, or delivery of the code be liable for any damages whatsoever (including,
without limitation, damages for loss of business profits, business interruption, loss of business information, or other pecuniary loss) arising out of the use of
or inability to use the sample code, even if Progress has been advised of the possibility of such damages.

Last Modified Date

1/13/2026 8:13 AM

Keyword Phrase

Disclaimer

Defect Number

Files (/s/relatedlist/ka7Pb000001PGU1IAO/AttachedContentDocuments)

Was this article helpful?

 (https://www.progress.com/)

We use cookies to personalize content and ads, to provide social media features and to
analyze our traffic. Some of these cookies also help improve your user experience on our
websites, assist with navigation and your ability to provide feedback, and assist with our
promotional and marketing efforts. Please read our Cookie Policy
(https://www.progress.com/legal/cookie-policy) for a more detailed description and click
on the settings button to customize how the site uses cookies for you.

2/19/26, 6:14 PM LoadMaster Vulnerabilities: CVE-2025-13444 / CVE-2025-13447 - Progress Community

https://community.progress.com/s/article/LoadMaster-Vulnerabilities-CVE-2025-13444-CVE-2025-13447 2/3

https://community.progress.com/s/article/ECS-Connection-Manager-Vulnerabilities-CVE-2025-13444-CVE-2025-13447
https://community.progress.com/s/article/LoadMaster-Vulnerabilities
https://community.progress.com/s/article/MOVEit-WAF-Vulnerabilities-CVE-2025-13444-CVE-2025-13447
https://community.progress.com/s/article/Connection-Manager-for-ObjectScale-Vulnerabilities-CVE-2025-13444-CVE-2025-13447
https://community.progress.com/s/article/Contact-Support
https://community.progress.com/s/relatedlist/ka7Pb000001PGU1IAO/AttachedContentDocuments
https://www.progress.com/
https://www.progress.com/
https://www.progress.com/legal/cookie-policy
https://www.progress.com/legal/cookie-policy
https://www.progress.com/legal/cookie-policy
https://www.progress.com/legal/cookie-policy
https://www.progress.com/legal/cookie-policy
https://www.progress.com/legal/cookie-policy


Copyright © 2026 Progress Software Corporation and/or its subsidiaries or affiliates.

All Rights Reserved.

Progress and certain product names used herein are trademarks or registered trademarks of Progress Software Corporation and/or one of its subsidiaries or affiliates in the U.S. and/or other

countries. See Trademarks (https://www.progress.com/legal/trademarks) for appropriate markings. All rights in any other trademarks contained herein are reserved by their respective owners

and their inclusion does not imply an endorsement, affiliation, or sponsorship as between Progress and the respective owners.

 (https://www.facebook.com/progresssw)   (https://twitter.com/progresssw)   (https://www.youtube.com/user/ProgressSW)

 (https://www.linkedin.com/company/progress-software)

 |  |

 |  |  |

DO NOT SELL MY PERSONAL INFO (HTTPS://FORMS.PROGRESS.COM/CCPA-SUBSCRIPTION)

Terms of Use (https://www.progress.com/legal/terms-of-use) Privacy Center (https://www.progress.com/legal/privacy-center)

Trademarks (https://www.progress.com/legal/trademarks) License Agreements (https://www.progress.com/legal) Careers (https://www.progress.com/company/careers)

Offices (https://www.progress.com/company/offices)

We use cookies to personalize content and ads, to provide social media features and to
analyze our traffic. Some of these cookies also help improve your user experience on our
websites, assist with navigation and your ability to provide feedback, and assist with our
promotional and marketing efforts. Please read our Cookie Policy
(https://www.progress.com/legal/cookie-policy) for a more detailed description and click
on the settings button to customize how the site uses cookies for you.

2/19/26, 6:14 PM LoadMaster Vulnerabilities: CVE-2025-13444 / CVE-2025-13447 - Progress Community

https://community.progress.com/s/article/LoadMaster-Vulnerabilities-CVE-2025-13444-CVE-2025-13447 3/3

https://www.progress.com/legal/trademarks
https://www.progress.com/legal/trademarks
https://www.facebook.com/progresssw
https://twitter.com/progresssw
https://www.youtube.com/user/ProgressSW
https://www.linkedin.com/company/progress-software
https://forms.progress.com/ccpa-subscription
https://www.progress.com/legal/terms-of-use
https://www.progress.com/legal/privacy-center
https://www.progress.com/legal/trademarks
https://www.progress.com/legal
https://www.progress.com/company/careers
https://www.progress.com/company/offices
https://www.progress.com/legal/cookie-policy
https://www.progress.com/legal/cookie-policy
https://www.progress.com/legal/cookie-policy
https://www.progress.com/legal/cookie-policy
https://www.progress.com/legal/cookie-policy
https://www.progress.com/legal/cookie-policy

