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Security Bulletins for HUAWEI Phones/Tablets, January 2026

HUAWEI is releasing monthly security updates for flagship models. This security update includes HUAWEI
and third-party library patches:

This security update includes the following HUAWEI patches:

Vulnerability

CVE o Impact Severity Affected Version
Description
CVE-2025-
68955
_ Successful
CVE-2025- Multi-thread race o
- exploitation of
68956 condition -
is
vulnerability in the » High HarmonyOS6.0.0
vulnerability
CVE-2025- card framework
may affect
68957 module o
availability.
CVE-2025-
68958
. Successful
Multi-thread race o
- exploitation of
condition
CVE-2025- o this .
vulnerability in the N High HarmonyOS5.0.1
68960 ) vulnerability
video framework
may affect
module -
availability.
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CVE-2025-
68962

CVE-2025-
68968

CVE-2025-
68969

CVE-2025-
68963

CVE-2025-
68964
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\hilnavahility

Multi-thread race
condition
vulnerability in the
camera
framework

module

Double free
vulnerability in the
multi-mode input

module

Multi-thread race
condition
vulnerability in the
thermal
management

module

Man-in-the-middle
attack
vulnerability in the

Clone module

Data verification

vulnerability in the

-

Successful
exploitation of
this
vulnerability
may affect

availability.

Successful
exploitation of
this
vulnerability
may affect the

input function.

Successful
exploitation of
this
vulnerability
may affect

availability.

Successful
exploitation of
this
vulnerability
may affect
service

confidentiality.

Successful

exploitation of

High

High

High

Medium

Medium

HarmonyOS5.0.1

Harmony0S6.0.0

HarmonyOS6.0.0,
HarmonyOS5.1.0,
HarmonyOS5.0.1

HarmonyOS4.3.1,
EMUI 15.0.0

HarmonyOS6.0.0,
HarmonyOS5.1.0,
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Successful
CVE-2025- o
o exploitation of
68965 Permission ]
this
control N ) HarmonyOS6.0.0,
o vulnerability Medium
vulnerability in the HarmonyOS5.1.0
may affect
CVE-2025- Notepad module .
service
68966 _ o
confidentiality.
Successful
Vulnerability of exploitation of
improper this
CVE-2025- o - )
S permission control vulnerability Medium Harmony0S6.0.0
in the print may affect
module service
confidentiality.
Harmony0S4.3.1,
CVE-2025- o Successful HarmonyOS4.3.0,
Permission o
68970 o exploitation of HarmonyOS4.2.0,
verification )
this Harmony0S4.0.0,
bypass N )
o vulnerability Medium HarmonyOS3.1.0,
vulnerability in the
o may affect HarmonyOS3.0.0,
media library )
CVE-2025- service EMUI 15.0.0, EMUI
module ] o
68959 confidentiality. 14.2.0, EMUI 14.0.0,

EMUI 13.0.0

This security update includes the following third-party library patches:

CVE Severity Affected Version

CVE-2025-48536 High HarmonyOS4.3.1,
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Harmony0S4.3.1,
Harmony0S4.3.0,
Harmony0S4.2.0,
Harmony0S4.0.0,
Harmony0S3.1.0,
Harmony0S2.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 12.0.0

CVE-2025-48564 High

HarmonyOS4.3.1,
HarmonyOS4.3.0,
HarmonyOS4.2.0,
HarmonyOS4.0.0,
HarmonyOS3.1.0,
Harmony0S2.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 12.0.0

CVE-2025-48565 High

HarmonyOS4.3.1,
Harmony0S4.3.0,
Harmony0S4.2.0,
Harmony0S4.0.0,
Harmony0S3.1.0,
HarmonyOS2.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 12.0.0

CVE-2025-48566 High

Harmony0S4.3.1,
Harmony0S4.3.0,
Harmony0S4.2.0,
CVE-2025-48575 High Harmony0S4.0.0,
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Harmony0S4.0.0,
HarmonyOS3.1.0,
Harmony0S2.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 12.0.0

CVE-2025-48580 High

HarmonyOS4.3.1,
Harmony0S4.3.0,
HarmonyOS4.2.0,
Harmony0S4.0.0,
Harmony0S3.1.0,
Harmony0S3.0.0,
Harmony0S2.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 13.0.0, EMUI
12.0.0

CVE-2025-48588 High

Harmony0S4.3.1,
Harmony0S4.3.0,
Harmony0S4.2.0,
Harmony0S4.0.0,
Harmony0OS3.1.0,
Harmony0S2.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 12.0.0

CVE-2025-48596 High

HarmonyOS4.3.1,
HarmonyOS4.3.0,
HarmonyOS4.2.0,
HarmonyOS4.0.0,
HarmonyOS3.1.0,
Harmony0S2.0.0, EMUI
15.0.0. FMUI 14.2.0. FMUI

CVE-2025-48599 High
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Harmony0S4.0.0,
HarmonyOS3.1.0,
Harmony0S2.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 12.0.0

CVE-2025-48603 High

HarmonyOS4.3.1,
Harmony0S4.3.0,
HarmonyOS4.2.0,
Harmony0S4.0.0,
Harmony0S3.1.0,
Harmony0S2.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 12.0.0

CVE-2025-48607 High

CVE-2025-48615 High Harmony(O0S4.3.1, EMUI 15.0.0

HarmonyOS4.3.1,
HarmonyOS4.3.0,
HarmonyOS4.2.0,
HarmonyOS4.0.0,
HarmonyOS3.1.0,
HarmonyOS3.0.0,
Harmony0S2.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 13.0.0, EMUI
12.0.0

CVE-2025-48620 High
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Harmony0S4.0.0,
HarmonyOS3.1.0,
Harmony0S2.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 12.0.0

CVE-2025-48628 High

HarmonyOS4.3.1,
Harmony0S4.3.0,
HarmonyOS4.2.0,
Harmony0S4.0.0,
Harmony0S3.1.0,
Harmony0S3.0.0,
Harmony0S2.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 13.0.0, EMUI
12.0.0

CVE-2025-48629 High

Harmony0S4.3.1,
Harmony0S4.3.0,
Harmony0S4.2.0,
Harmony0S4.0.0,
Harmony0OS3.1.0,
Harmony0S2.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 12.0.0

CVE-2025-48633 High

HarmonyOS4.3.1,
HarmonyOS4.3.0,
HarmonyOS4.2.0,
HarmonyOS4.0.0,
HarmonyOS3.1.0,
HarmonyOS3.0.0, EMUI
15.0.0. FMUI 14.2.0. FMUI

CVE-2024-49711 High
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Harmony0S4.0.0,
HarmonyOS3.1.0,
Harmony0S2.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 12.0.0

CVE-2023-24023 High

HarmonyOS4.3.1,
Harmony0S4.3.0,
HarmonyOS4.2.0,
Harmony0S4.0.0,
Harmony0S3.1.0,
Harmony0S3.0.0,
Harmony0S2.0.0, EMUI
15.0.0, EMUI 14.2.0, EMUI
14.0.0, EMUI 13.0.0, EMUI
12.0.0

CVE-2025-0089 High

Harmony0S6.0.0,
CVE-2025-40035 Medium HarmonyOS5.1.0,
Harmony0S5.0.1

HarmonyOS6.0.0,
CVE-2025-40105 Medium HarmonyOS5.1.0,
HarmonyOS5.0.1

Updated on: 2026-01-07
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Tablet [/en/tablets/] HUAWE! Mobile Cloud Information

Audio [/en/audio/] [/en/mobileservices/mobilecloud!/]

[/en/support/product-

environmental-information/]

Router [/en/routers/] HUAWE| Wallet
[/en/mobileservices/wallet/]

Call Us [/en/support/hotline/]

Accessories HiSuite [/en/support/hisuite!]

[/en/accessories/overview!] HUAWEI Music

; 054 [/en/mobileservices/music/] The EU Data Act
armony _ [len/support/data-act/]

[/en/harmonyos-4/] HUAWEI Video

[/en/mobileservices/video/]

EMUI [/en/emui/]
HUAWEI| Themes

Celia [/en/emui/celial| [/en/mobileservices/themes!/]

HUAWEI Browser
[/fen/mobileservices/browser/]

HUAWEI Assistant TODAY
[/en/mobileservices/assistant/]

Petal Maps
[/en/mobileservices/petalmaps/]

HUAWEI Books
[/en/mobileservices/books/]

HUAWEI Member Center
[/en/mobileservices/member-
center/]

HUAWEI Health
[/en/mobileservices/health/]

HUAWEI Al Life
[/fen/mobileservices/ai-life/]

MeeTime
[/en/mobileservices/meetime/]

ABOUT HUAWEI

About Us [/en/about-us/]

News [/en/press/news/]

Events [/en/press/events/]
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