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DEVO-2026-0001
PowerShell Universal is affected by a cross-site scripting vulnerability

Affected Products

PowerShell Universal

4.5.5 and earlier, 5.6.12 and earlier

Change Log

2026-01-07 - Initial publication

6.0 Medium - CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:P/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N

Cross-site scripting in the Show-UDToast component

The Show-UDToast component does not encode content passed in the Message parameter. This

could expose applications to cross-site scripting if user provided data is used.

Affected Products CVE(s)

CVE-2026-0618

Remediation and

Workarounds

In versions prior to 4.5.6

and 5.6.13, apply HTML

encoding to content prior

Select

Security & compliance

Upholding the highest standards to protect your data and ensure trust.

Traditional PAM failing your SMB? Join our webinar and discover what actually works. Save your seat
now!
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to passing it to the

Message parameter.

ENGLISH FRANÇAIS DEUTSCH
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Devolutions PAM
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Data sources

Devolutions Hub

Devolutions Server

Traditional PAM failing your SMB? Join our webinar and discover what actually works. Save your seat
now!

Cookie Preferences

Strictly Necessary Cookies

Performance Cookies

Functional Cookies

Marketing Analytics Cookies

Targeting Cookies

Your Privacy
Your Privacy

When you visit any website, it may store or retrieve information on your

browser, mostly in the form of cookies. This information might be about you,

your preferences or your device and is mostly used to make the site work as

you expect it to. The information does not usually directly identify you, but it

can give you a more personalized web experience. Because we respect your

right to privacy, you can choose not to allow some types of cookies. Click on

the different category headings to find out more and change our default

settings. However, blocking some types of cookies may impact your

experience of the site and the services we are able to offer.

Find out more

 

2/18/26, 8:31 PM DEVO-2026-0001 - Advisory - Security

https://devolutions.net/security/advisories/DEVO-2026-0001/ 2/4

https://devolutions.net/
https://devolutions.net/solutions/
https://devolutions.net/solutions/starter-pack/
https://devolutions.net/solutions/remote-connection-management/
https://devolutions.net/solutions/password-management/
https://devolutions.net/solutions/privileged-access-management/
https://devolutions.net/solutions/remote-access-management/
https://devolutions.net/integration-center/
https://devolutions.net/guided-poc/
https://devolutions.net/remote-desktop-manager/
https://devolutions.net/powershell-universal/
https://devolutions.net/workspace/
https://devolutions.net/launcher/
https://devolutions.net/privileged-access-management/
https://devolutions.net/gateway/
https://devolutions.net/free/
https://devolutions.net/blog/2026/02/devolutions-2026-roadmap/
https://devolutions.net/devolutions-send/
https://devolutions.net/agent/
https://devolutions.net/password-hub/
https://devolutions.net/server/
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/
https://devolutions.net/contact/?contactReason=schedule-a-call
https://devolutions.net/legal/
https://devolutions.net/legal/
https://devolutions.net/legal/
https://devolutions.net/legal/
https://www.onetrust.com/products/cookie-consent/


Buy

Online store

Pricing

Request quote

Find a reseller

Resources

Support center

Devolutions Documentation

Devolutions Forum

Devolutions Academy

Devolutions Blog

Devolutions Force

On-demand Lab

Success stories

Reports & white papers

Status page

Partners

Reseller program

Translate

Company

Contact information

About Devolutions

Careers

Tax documents

Legal & Privacy

Trust Center

Security & compliance

Newsroom

Logos and wallpapers

Traditional PAM failing your SMB? Join our webinar and discover what actually works. Save your seat
now!

Cookie Preferences

Strictly Necessary Cookies

Performance Cookies

Functional Cookies

Marketing Analytics Cookies

Targeting Cookies

Your Privacy
Your Privacy

When you visit any website, it may store or retrieve information on your

browser, mostly in the form of cookies. This information might be about you,

your preferences or your device and is mostly used to make the site work as

you expect it to. The information does not usually directly identify you, but it

can give you a more personalized web experience. Because we respect your

right to privacy, you can choose not to allow some types of cookies. Click on

the different category headings to find out more and change our default

settings. However, blocking some types of cookies may impact your

experience of the site and the services we are able to offer.

Find out more

 

2/18/26, 8:31 PM DEVO-2026-0001 - Advisory - Security

https://devolutions.net/security/advisories/DEVO-2026-0001/ 3/4

https://store.devolutions.net/?l=en
https://store.devolutions.net/?l=en
https://store.devolutions.net/?l=en
https://devolutions.net/buy/reseller-list/
https://devolutions.net/support/
https://docs.devolutions.net/
https://forum.devolutions.net/
https://devolutions.net/academy/
https://devolutions.net/blog/
http://force.devolutions.net/
https://devolutions.net/lab/
https://devolutions.net/support/success-stories/
https://devolutions.net/support/whitepapers/
https://status.devolutions.info/
https://devolutions.net/buy/reseller/
https://devolutions.net/localizer/
https://devolutions.net/contact/
https://devolutions.net/company/about/
https://devolutions.net/company/overview/
https://app.conveyor.com/profile/devolutions
https://devolutions.net/legal/
https://app.conveyor.com/profile/devolutions
https://devolutions.net/security/
https://devolutions.net/company/newsroom/
https://devolutions.net/company/media/
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/landing/webinar-kuppingercole/?utm_source=banner&utm_medium=partnership&utm_campaign=kc-webinar&utm_id=C031&member_status=responded
https://devolutions.net/
https://devolutions.net/contact/?contactReason=schedule-a-call
https://devolutions.net/legal/
https://devolutions.net/legal/
https://devolutions.net/legal/
https://devolutions.net/legal/
https://www.onetrust.com/products/cookie-consent/


Contact us

Helping organizations control the IT chaos by providing highly-secure password, remote connection

and privileged access management solutions.

DEVOLUTIONS

Legal & privacy infos@devolutions.net
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