2/19/26, 5:42 PM Microsoft Internet Explorer WebViewFolderlcon ActiveX object code execution CVE-2006-3730 Vulnerability Report

IBM X-Force Exchange

BVIR XeForee EXEtiange

CVL 20

ogged in users have integrated access to all the functionality of the site: searching, commenting, Collections and sharing. Guests can search and view reports only.

0 Thiqwgmefaggomain tags. Add tags via the comment box.
(1 agree toghe s erliRe
gree toyh mn 0

arscM¥om canfinurad third-narty enurcac ara alen
IIERmAgETTom conntigurec Thirc-party sourcecs are aleo

displayed here. Create IBMid

Microsoft Internet Explorer WebViewFoldericon ActiveX object code execution

18M X orce Exchangg i§7aat(l)1reat intelligence sharing platform that you can use to research security threats, to aggregate intelligence, and to collaborate with peers.

Log In

The tags are either automatically inserted by XFE basg %rhtPér as a Guest O

Detaidsiors report data or explicitly retrieved from the Vendo
community.

rs

ie-webviewfoldericon-code-execution (27804) reported Jul 18, 2006

You must log in () to use that feature
Microsoft Internet Explorer could allow a remote attacke
vulnerability in the Microsoft Windows Shell that can
object with an invalid argument to the "setSlice" method

I to exec
becexplo

ute arbitrary code on the system, caused by an integer underflow
ted when processing a malformed WebViewFolderlcon ActiveX

. ATEMOM

attacker could exploit this vulnerability to execute arbitrary code

on the victim's system or cause the victim's browser to crash, if the attacker could persuade the victim to visit a malicious Web

page.

Consequences:

Gain Access

Remedy

Apply the appropriate patch for your system, as listed in Microsoft Security Bulletin MS06-057. See References.

CVSS 1.0 Base Score

8

Access Vector Remote
Access Complexity High
Authentication Not Required
Confidentiality Impact Complete
Integrity Impact Complete

Availability Impact Complete

CVSS 1.0 Temporal Score

6.6

Exploitability Functional
Remediation Level  Official Fix

Report Confidence  Confirmed

Did you know that we have an X-Force Threat Intelligence API?

X-Force threat intelligence is actionable and is available via our APIs (JSON and STIX), which can be ingested into SIEMs. — Read more

at our APl documentation (https://lexchange.xforce.ibmcloud.com/apildoc/#Vulnerabilities get vulnerabilities xfid)
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IBM X-Force Exchange is a threat intelligence sharing platform that you can use to research security threats, to aggregate intelligence, and to collaborate with peers.
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Coverage Date

[pAM | ] Oct 3, 2006

... orenter as a Guest ()

Affected Products

Affected Products

Microsoft Windows XP SP1
Microsoft Windows 2000 SP4
Microsoft Windows 2003 Server x64

Microsoft Windows XP SP2

Dependent Products

None found
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Be the first person to comment.

Join the IBM X-Force Exchange Conversation.
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