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Microsoft Office Excel malformed record code execution

18M X orce Exchang? igésl7ti1reat intelligence sharing platform that you can use to research security threats, to aggregate intelligence, and to collaborate with peers.

ogged in USME 200 7:91Bed access to all the functionality of the site: searching, commenting, Collections and sharing. Guests can search and view reports only.

office-unspecified-code-execution (32178) reported Feb 2, 2007
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Microsoft Office Excel and possibly other Microsoft Office products could allow a remote attacker to execute arbitrary code on the

system, caused by improper handling of Excel files co
persuading a victim to open the file, a remote attacker
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malformed records. By creating a specially-crafted Excel file and
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the victim. An attacker could exploit this vulnerability by hosting the malicious document on a Web site or sending it as an email

attachment.

Consequences:

Gain Access

Remedy

Apply the appropriate patch for your system, as listed in the latest Microsoft Security Bulletin. See References.

—OR—

Use Microsoft Automatic Update if it is supported by your operating system. The original bulletin issued by Microsoft has been

superseded.

CVSS 1.0 Base Score

8

Access Vector Remote
Access Complexity High
Authentication Not Required
Confidentiality Impact Complete
Integrity Impact Complete

Availability Impact Complete

CVSS 1.0 Temporal Score

6.8

Exploitability Unproven
Remediation Level Unavailable

Report Confidence Confirmed
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Did you know that we have an X-Force Threat Intelligence API?
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Logged in users have integrated access to all the functionality of the site: searching, commenting, Collections and sharing. Guests can search and view reports only.
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IBM Network Protection

Coverage

[PAM|

Affected Products

Affected Products

Microsoft Office 2000
Microsoft Office XP
Microsoft Office 2003

Microsoft Office 2004

Dependent Products

None found
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