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Logged in users have integrated access to all the functionality of the site: searching, commenting, Collections and sharing. Guests can search and view reports only.
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Cisco 10S XR, configured with the BGP routing feature, is vulnerable to a denial of service, caused by an error when processing
Border Gateway Protocol (BGP) packets. By sending @ospecially-crafted peer prefix announcement containing a valid but

unrecognizable attribute, a remote attacker could exploitthis vulnerability to cause neighboring peers to continuously reset BGP
peering sessions.

Consequences:

Remedy

Refer to cisco-sa-20100827-bgp for patch, upgrade or suggested workaround information. See References.

CVSS undefined Base Score

5

Confidentiality Impact
Integrity Impact

Availability Impact

CVSS undefined Temporal Score

4

Exploitability None found
Remediation Level  None found

Report Confidence  None found

Did you know that we have an X-Force Threat Intelligence API?

X-Force threat intelligence is actionable and is available via our APIs (JSON and STIX), which can be ingested into SIEMs. — Read more

at our APl documentation (https://lexchange.xforce.ibmcloud.com/apildoc/#Vulnerabilities get vulnerabilities xfid)

curl -X GET --header 'Accept: application/json' -u {API_KEY:API_PASSWORD} 'https://exchange.xfo

Buy Now (https:/lwww.ibm.com/marketplace/purchasel/configuration/en/us/checkout?editionlD=EIDLI38T)
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IBM X-Force Exchange is a threat intelligence sharing platform that you can use to research security threats, to aggregate intelligence, and to collaborate with peers.

d in rs haye integrated access to all the functionality of the site: searching, commenting, Collections and sharing. Guests can search and view reports only.
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| agree to the Terms of Service ()
Affected Products

Cisco IOS XR 3.4.1
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Cisco I0S XR 3.4.0

Cisco I0S XR 3.4.2

Cisco I0S XR 3.4.3

Dependent Products

None found
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Be the first person to comment.

Join the IBM X-Force Exchange Conversation.

Log In

Not a member? Sign Up
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IBM X-Force Exchange is a threat intelligence sharing platform that you can use to research security threats, to aggregate intelligence, agd_ltg ggg%%%rlaée with peers.
ui

Logged in users have integrated access to all the functionality of the site: searching, commenting, Collections and sharing. Guests can search and view reports only.
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