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Track Updates Track Exploits CVSS 9.8

EPSS 0.24%

Critical

A vulnerability has been found in SourceCodester Simple Online Book

Store System and classified as critical. This vulnerability affects

unknown code of the file Admin_ add.php. The manipulation leads to

unrestricted upload. The attack can be initiated remotely. VDB-206014

is the identifier assigned to this vulnerability.

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Timeline Highlight Events

Affected Systems

0 10

First Article

Feedly found the first article mentioning CVE-2022-2746. See

article

Aug 10, 2022 at 5:37 AM / vuldb.com

EPSS

FIRST assigned an EPSS Score of 0.24% (Percentile: 61.7%)

Sep 26, 2023 at 5:28 PM
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Links to Mitre Att&cks

Attack Patterns

News CVSS V3.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality: High

Integrity: High

Availability Impact: High

Base Score: 9.8

Categories

CVSS 9.8 (24248)

CWE-434 (3903)

Simple online book store

system project (5)

T1574.010: Services File Permissions Weakness

CAPEC-1: Accessing Functionality Not Properly Constrained by ACLs
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