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Command injection vulnerabilities in cli
commands

IR Number FG-IR-23-076
Published Date Jun 12,2023
Component GUI
Severity A High
CVSSv3 Score 7.8
Impact Execute unauthorized code or commands
CVE ID CVE-2023-26210
Download <& CVRF
Summary
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FortiADC 7.0 all versions
FortiADC 6.2 all versions
FortiADC 6.1 all versions
FortiADC 6.0 all versions
FortiADC 5.4 all versions
FortiADC 5.3 all versions
FortiADC 5.2 all versions

At least

FortiADCManager 7.2 all versions are not affected
FortiADCManager version 7.1.0
FortiADCManager version 7.0.0
FortiADCManager 6.2 all versions
FortiADCManager 6.1 all versions
FortiADCManager 6.0 all versions
FortiADCManager 5.4 all versions
FortiADCManager 5.3 all versions
FortiADCManager 5.2 all versions

Solutions

Please upgrade to FortiADC version 7.2.1 or above

Please upgrade to FortiADC version 7.1.3 or above

Please upgrade to FortiADCManager version 7.2.0 or above
Please upgrade to FortiADCManager version 7.1.1 or above

Please upgrade to FortiADCManager version 7.0.1 or above
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