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Use of uninitialized resource in SSLVPN
websocket

IR Number FG-IR-23-165

Published Date Apr 8,2025

Component SSL-VPN

Severity A Medium

CVSSv3 Score 6.7

Impact Execute unauthorized code or commands
CVE ID CVE-2023-37930

Download <& CVRF
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FortiProxy 7.6 all versions are not affected
FortiProxy 7.4 all versions are not affected
FortiProxy version 7.2.0 through 7.2.6
FortiProxy version 7.0.0 through 7.0.12
FortiProxy 2.0 all versions are not affected
FortiOS 7.6 all versions are not affected
FortiOS version 7.4.0

FortiOS version 7.2.0 through 7.2.5
FortiOS version 7.0.1 through 7.0.12
FortiOS version 6.4.7 through 6.4.14

Solutions

Please upgrade to FortiOS version 7.4.1 or above
Please upgrade to FortiOS version 7.2.6 or above
Please upgrade to FortiOS version 7.0.13 or above
Please upgrade to FortiOS version 6.4.15 or above
Please upgrade to FortiOS version 6.4.14 or above
Please upgrade to FortiProxy version 7.4.0 or above
Please upgrade to FortiProxy version 7.2.7 or above
Please upgrade to FortiProxy version 7.0.13 or above

FortiSASE is no longer impacted, issue remediated Q3/23

Workaround:
Disable SSLVPN webmode.

Alternatively, please use SSLVPN tunnel mode, IPsec (tunnel) or ZTNA (web access).

https://community.fortinet.com/t5/FortiGate/Technical-Tip-How-to-disable-SSL-VPN-Web-
Mode-or-Tunnel-Mode-in/ta-p/217990
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