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Double free with double usage of
json_object_put

IR Number FG-IR-23-195

Published Date May 14, 2024

Severity  Medium

CVSSv3 Score 6.5

Impact Execute unauthorized code or commands

CVE ID CVE-2023-44247

Download  CVRF

 CSAF

Summary

A double free vulnerability [CWE-415] in FortiOS may allow a privileged attacker to execute

unauthorized code or commands via crafted HTTP or HTTPs requests.

Version Affected Solution

FortiOS 7.4 Not affected Not Applicable

FortiOS 7.2 Not affected Not Applicable
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Version Affected Solution

FortiOS 7.0 Not affected Not Applicable

FortiOS 6.4 6.4 all versions Migrate to a fixed release

Follow the recommended upgrade path using our tool at: https://docs.fortinet.com/upgrade-tool

Acknowledgement

Internally discovered and reported by FortiOS QA team.

Timeline

2024-05-14: Initial publication

Contact Us | Legal | Privacy | Partners | Feedback

Copyright © 2026 Fortinet, Inc. All Rights Reserved.

2/20/26, 12:46 AM PSIRT | FortiGuard Labs

https://www.fortiguard.com/psirt/FG-IR-23-195 2/2

https://docs.fortinet.com/upgrade-tool
https://www.fortinet.com/
https://www.fortinet.com/
https://www.fortiguard.com/contactus
https://www.fortinet.com/corporate/about-us/legal.html
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortiguard.com/partners
https://www.fortiguard.com/faq/general-contact
https://www.facebook.com/FortiGuard.Labs
https://www.facebook.com/FortiGuard.Labs
https://x.com/FortiGuardLabs
https://x.com/FortiGuardLabs
https://www.linkedin.com/showcase/3668640/
https://www.linkedin.com/showcase/3668640/
https://www.instagram.com/fortinet/
https://www.instagram.com/fortinet/
https://www.fortiguard.com/rss-feeds
https://www.fortiguard.com/rss-feeds
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html

