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FortiOS / FortiProxy / FortiPAM /
FortiSwitchManager - Format string
vulnerability in CLI commands

IR Number FG-IR-23-261

Published Date Feb 11, 2025

Updated Date Feb 12,2025

Component CLI

Severity A Medium

CVSSv3 Score 6.3

Impact Execute unauthorized code or commands
CVE ID CVE-2023-40721
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FortiSwitchManager version 7.2.0 through 7.2.2
FortiSwitchManager version 7.0.0 through 7.0.2
FortiProxy 7.6 all versions are not affected
FortiProxy version 7.4.0

FortiProxy version 7.2.0 through 7.2.6
FortiProxy version 7.0.0 through 7.0.14
FortiProxy 2.0 all versions

FortiProxy 1.2 all versions

FortiPAM 1.5 all versions are not affected
FortiPAM 1.4 all versions are not affected
FortiPAM 1.3 all versions are not affected
FortiPAM 1.2 all versions are not affected
FortiPAM version 1.1.0 through 1.1.2

FortiPAM 1.0 all versions

FortiOS 7.6 all versions are not affected
FortiOS version 7.4.0

FortiOS version 7.2.0 through 7.2.6

FortiOS version 7.0.0 through 7.0.13

FortiOS 6.4 all versions

FortiOS 6.2 all versions

Solutions

Please upgrade to FortiOS version 7.4.2 or above

Please upgrade to FortiOS version 7.2.7 or above

Please upgrade to FortiOS version 7.0.14 or above

Please upgrade to FortiPAM version 1.2.0 or above

Please upgrade to FortiSwitchManager version 7.2.3 or above
Please upgrade to FortiSwitchManager version 7.0.3 or above
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Timeline

2025-02-11: Initial publication
2025-02-12: Clarify fixed version for 7.0 branches

==RTINET
Contact Us | Legal | Privacy | Partners | Feedback

f X in ©@ N

Copyright © 2026 Fortinet, Inc. All Rights Reserved.

This site uses cookies. Some are essential to the operation of the site; others
help us improve the user experience. By continuing to use the site, you consent
to the use of these cookies. To learn more about cookies, please read our


https://www.fortinet.com/
https://www.fortinet.com/
https://www.fortiguard.com/contactus
https://www.fortinet.com/corporate/about-us/legal.html
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortiguard.com/partners
https://www.fortiguard.com/faq/general-contact
https://www.facebook.com/FortiGuard.Labs
https://www.facebook.com/FortiGuard.Labs
https://x.com/FortiGuardLabs
https://x.com/FortiGuardLabs
https://www.linkedin.com/showcase/3668640/
https://www.linkedin.com/showcase/3668640/
https://www.instagram.com/fortinet/
https://www.instagram.com/fortinet/
https://www.fortiguard.com/rss-feeds
https://www.fortiguard.com/rss-feeds
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html

