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Arbitrary file delete

IR Number FG-IR-23-280
Published Date Oct 13,2023
Severity A High
CVSSv3 Score 7.9
Impact Denial of service
CVE ID CVE-2023-41682
Download < CVRF
< CSAF
Language [ English v ]
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Version

FortiSandbox 4.2

FortiSandbox 4.0

FortiSandbox 3.2

FortiSandbox 3.1

FortiSandbox 3.0

FortiSandbox 2.5

FortiSandbox 2.4

Affected

4.2.1 through 4.2.5
4.0.0 through 4.0.3
3.2 all versions

3.1 all versions

3.0 all versions

2.5 all versions

2.4 all versions

Acknowledgement

Solution

Upgrade to 4.2.6 or above
Upgrade to 4.0.4 or above
Migrate to a fixed release
Migrate to a fixed release
Migrate to a fixed release
Migrate to a fixed release

Migrate to a fixed release

Internally discovered and reported by Adham El karn of Fortinet Product Security team.

Timeline

2023-10-13: Initial publication
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