— ] FortiGuard Labs Q

@ PSIRT

Format string vulnerability in administrative
interface

IR Number FG-IR-23-304

Published Date Mar 12,2024

Updated Date Mar 7,2024

Component GUI

Severity A Medium

CVSSv3 Score 6.3

Impact Execute unauthorized code or commands
CVE ID CVE-2023-41842
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FortiPortal 7.2 all versions are not affected
FortiPortal 7.0 all versions are not affected
FortiPortal version 6.0.0 through 6.0.14
FortiPortal 5.3 all versions

FortiManager version 7.4.0 through 7.4.1
FortiManager version 7.2.0 through 7.2.3
FortiManager version 7.0.0 through 7.0.9
FortiManager 6.4 all versions

FortiManager 6.2 all versions
FortiAnalyzer-BigData 7.4 all versions are not affected
FortiAnalyzer-BigData version 7.2.0 through 7.2.5
FortiAnalyzer-BigData 7.0 all versions
FortiAnalyzer-BigData 6.4 all versions
FortiAnalyzer-BigData 6.2 all versions
FortiAnalyzer version 7.4.0 through 7.4.1
FortiAnalyzer version 7.2.0 through 7.2.3
FortiAnalyzer version 7.0.0 through 7.0.9
FortiAnalyzer 6.4 all versions

FortiAnalyzer 6.2 all versions

Solutions

Please upgrade to FortiPortal version 6.0.15 or above

Please upgrade to FortiAnalyzer-BigData version 7.4.0 or above
Please upgrade to FortiAnalyzer-BigData version 7.2.6 or above
Please upgrade to FortiManager version 7.4.2 or above

Please upgrade to FortiManager version 7.2.4 or above

Please upgrade to FortiManager version 7.0.10 or above

Please upgrade to FortiAnalyzer version 7.4.2 or above
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