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XSS on delete endpoint

IR Number FG-IR-23-311
Published Date Oct 13,2023
Component GUI
Severity A High
CVSSv3 Score 7.3
Impact Execute unauthorized code or commands
CVE ID CVE-2023-41680 CVE-2023-41681
Download <& CVRF
< CSAF
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Version Affected Solution

FortiSandbox 4.2 4.2.1 through 4.2.5 Upgrade to 4.2.6 or above
FortiSandbox 4.0 4.0.0 through 4.0.3 Upgrade to 4.0.4 or above
FortiSandbox 3.2 3.2 all versions Migrate to a fixed release
FortiSandbox 3.1 3.1 all versions Migrate to a fixed release
FortiSandbox 3.0 3.0 all versions Migrate to a fixed release
FortiSandbox 2.5 2.5 all versions Migrate to a fixed release
FortiSandbox 2.4 2.41 Migrate to a fixed release
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