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Reflected Cross Site Scripting (XSS) on
download PDF report endpoint

IR Number FG-IR-23-360

Published Date Dec 12,2023

Updated Date Dec 6,2023

Component GUI

Severity A Low

CVSSv3 Score 3.4

Impact Execute unauthorized code or commands
CVEID CVE-2023-45587

Download <& CVRF

< CSAF


https://www.fortiguard.com/
https://www.fortiguard.com/psirt
https://www.fortiguard.com/psirt
https://www.fortiguard.com/psirt
https://www.fortiguard.com/psirt
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N/E:F/RL:X/RC:X&version=3.1
https://www.fortiguard.com/psirt/cvrf/FG-IR-23-360
https://www.fortiguard.com/psirt/cvrf/FG-IR-23-360
https://www.fortiguard.com/psirt/csaf/FG-IR-23-360?csaf_url=https://filestore.fortinet.com/fortiguard/psirt/csaf_reflected-cross-site-scripting-xss-on-download-pdf-report-endpoint_fg-ir-23-360.json
https://www.fortiguard.com/psirt/csaf/FG-IR-23-360?csaf_url=https://filestore.fortinet.com/fortiguard/psirt/csaf_reflected-cross-site-scripting-xss-on-download-pdf-report-endpoint_fg-ir-23-360.json
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html

Version

FortiSandbox 4.4

FortiSandbox 4.2

FortiSandbox 4.0

FortiSandbox 3.2

FortiSandbox 3.1

Affected

4.4.0 through 4.4.2
4.2 all versions

4.0 all versions

3.2 all versions

3.1 all versions

Acknowledgement

Solution

Upgrade to 4.4.3 or above
Migrate to a fixed release
Migrate to a fixed release
Migrate to a fixed release

Migrate to a fixed release

Internally discovered and reported by Giulia Clerici and Adham El karn of Fortinet Product

Security team.

Timeline

2023-12-06: Initial publication
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