2/20/26, 1:32 AM

.

PSIRT | FortiGuard Labs

fortiguard-logo

e Research

Research Center

Explore latest research and threat reports on emerging cyber threats.

[e]
[¢]
(o]

Outbreak Alerts
Security Blog
Threat Signal

e Services

Services

[ By Outbreak ][ By Solution ][ By Product

Protect

Counter measures across the security fabric for protecting assets, data and network.
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Al-Protect Security
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Find and correlate important information to identify an outbreak.Find and correlate
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Anti-Recon and Anti-Exploit
Cloud Threat Detection
Endpoint Detection & Response
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Respond

Develop containment techniques to mitigate impacts of security events.Develop containment
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Endpoint Detection and Response
Endpoint Forensics
Incident Response

Recover

Improve security posture and processes by implementing security awareness and training.
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Browse the FortiGuard Labs extensive encyclopedia and Threat Analytics.
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[ PSIRT Center H Product Support |
Fortinet Product Security Incident Response Team (PSIRT) updates.
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o Security Vulnerability Policy
Get the support whenever you need it.
o FortiCare Support
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Summary

Multiple improper neutralization of special elements used in an OS Command vulnerabilities [CWE-78] in
FortiSandbox may allow an authenticated attacker with at least read-only permission to execute unauthorized
commands via crafted requests.

Version Affected Solution
FortiSandbox 4.4 4.4.0 through 4.4.3 Upgrade to 4.4.4 or above

FortiSandbox 4.2 4.2.1 through 4.2.6 Upgrade to 4.2.7 or above
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Version Affected Solution
FortiSandbox 4.0 4.0.0 through 4.0.4 Upgrade to 4.0.5 or above
FortiSandbox 3.2 Not affected Not Applicable
Acknowledgement

Internally discovered and reported by Adham El karn of Fortinet Product Security team.
Timeline

2024-04-09: Initial publication
IR Number FG-IR-23-489
Published Date Apr 9, 2024
Component  GUI

Severity High
CVSSv3 Score 8.6
Impact Execute unauthorized code or commands
CVEID | CVE-2024-21755 || CVE-2024-21756 |
CVRF
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CSAF
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