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Arbitrary file read on endpoint

IR Number FG-IR-24-060
Published Date Apr 9, 2024
Severity A Medium
CVSSv3 Score 5.8
Impact Information disclosure
CVE ID CVE-2024-31487
Download < CVRF
< CSAF
Summary

An improper limitation of a pathname to a restricted directory (‘Path Traversal') vulnerability
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Version Affected Solution

FortiSandbox 4.0 4.0 all versions Migrate to a fixed release

FortiSandbox 3.2 3.2 all versions Migrate to a fixed release

FortiSandbox 3.1 3.1 all versions Migrate to a fixed release

FortiSandbox 3.0 3.0 all versions Migrate to a fixed release

FortiSandbox 2.5 2.5 all versions Migrate to a fixed release

FortiSandbox 2.4 2.4 all versions Migrate to a fixed release
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Timeline

2024-04-09: Initial publication
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