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Session still active for deleted admin

IR Number FG-IR-24-035

Published Date Jul 8, 2025

Component CLI

Severity  Medium

CVSSv3 Score 6.3

Impact Improper access control

CVE ID CVE-2024-27779

Download  CVRF

 CSAF

Summary

An insufficient session expiration vulnerability [CWE-613] in FortiSandbox & FortiIsolator may

allow a remote attacker in possession of an admin session cookie to keep using that admin's

session even after the admin user was deleted.

Version Affected Solution

FortiIsolator 3.0 Not affected Not Applicable

This site uses cookies. Some are essential to the operation of the site; others

help us improve the user experience. By continuing to use the site, you consent

to the use of these cookies. To learn more about cookies, please read our

privacy policy.
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Version Affected Solution

FortiIsolator 2.4 2.4.0 through 2.4.4 Upgrade to 2.4.5 or above

FortiIsolator 2.3 2.3 all versions Migrate to a fixed release

FortiIsolator 2.2 2.2 all versions Migrate to a fixed release

FortiIsolator 2.1 2.1 all versions Migrate to a fixed release

FortiIsolator 2.0 2.0 all versions Migrate to a fixed release

FortiIsolator 1.2 1.2 all versions Migrate to a fixed release

FortiSandbox 5.0 Not affected Not Applicable

FortiSandbox 4.4 4.4.0 through 4.4.4 Upgrade to 4.4.5 or above

FortiSandbox 4.2 4.2.1 through 4.2.6 Upgrade to 4.2.7 or above

FortiSandbox 4.0 4.0 all versions Migrate to a fixed release

FortiSandbox 3.2 3.2 all versions Migrate to a fixed release

Acknowledgement
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Timeline

2025-07-08: Initial publication
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