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Component GUI

Severity  High

CVSSv3 Score 8.3

Impact Information disclosure

CVE ID CVE-2024-27784

Download  CVRF

 CSAF

Summary

Multiple Exposure of sensitive information to an unauthorized actor vulnerabilities [CWE-200]

may allow an authenticated attacker to retrieve sensitive information from the API endpoint or

logs.

Version Affected Solution

FortiAIOps 2.0 2.0.0 Upgrade to 2.0.1 or above

This site uses cookies. Some are essential to the operation of the site; others

help us improve the user experience. By continuing to use the site, you consent

to the use of these cookies. To learn more about cookies, please read our

privacy policy.

Accept

2/19/26, 4:03 AM PSIRT | FortiGuard Labs

https://fortiguard.fortinet.com/psirt/FG-IR-24-072 1/2

https://fortiguard.fortinet.com/
https://fortiguard.fortinet.com/psirt
https://fortiguard.fortinet.com/psirt
https://fortiguard.fortinet.com/psirt
https://fortiguard.fortinet.com/psirt
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:U/RC:C&version=3.1
https://fortiguard.fortinet.com/psirt/cvrf/FG-IR-24-072
https://fortiguard.fortinet.com/psirt/cvrf/FG-IR-24-072
https://fortiguard.fortinet.com/psirt/csaf/FG-IR-24-072?csaf_url=https://filestore.fortinet.com/fortiguard/psirt/csaf_fortiaiops-sensitive-information-leak-to-an-unauthorized-actor_fg-ir-24-072.json
https://fortiguard.fortinet.com/psirt/csaf/FG-IR-24-072?csaf_url=https://filestore.fortinet.com/fortiguard/psirt/csaf_fortiaiops-sensitive-information-leak-to-an-unauthorized-actor_fg-ir-24-072.json
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html


Version Affected Solution

FortiAIOps 1.1 Not affected Not Applicable

FortiAIOps 1.0 Not affected Not Applicable
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Timeline

2024-07-09: Initial publication
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