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Integer Overflow in ipsec ike

IR Number FG-IR-24-267
Published Date Jan 14,2025
Updated Date May 7,2025
Component CLI
Severity A Low
CVSSv3 Score 3.2
Impact Denial of service
CVEID CVE-2024-46669
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Version Affected Solution

FortiOS 7.6 Not affected Not Applicable
FortiOS 7.4 7.4.0 through 7.4.4 Upgrade to 7.4.5 or above
FortiOS 7.2 7.2 through 7.2.11 Upgrade to 7.2.12 or above
FortiOS 7.0 Not affected Not Applicable
FortiOS 6.4 Not affected Not Applicable

Follow the recommended upgrade path using our tool at: https://docs.fortinet.com/upgrade-tool

Fortinet in Q4/24 has remediated this issue in FortiSASE version 24.4.a and hence the
customers need not perform any action

Virtual Patch named "FG-VD-10006838.0day." is available in FMWP db update 24.090

Workaround:
Configure IPsec VPN Tunnel using IKE v2.
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