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Path traversal vulnerability in CLI

IR Number FG-IR-24-309

Published Date Aug 12, 2025

Updated Date Aug 13, 2025

Component CLI

Severity  Medium

CVSSv3 Score 4.2

Impact Improper access control

CVE ID CVE-2024-40588

Download  CVRF

 CSAF

Summary

Multiple relative path traversal vulnerabilities [CWE-23] in FortiMail, FortiVoice, FortiRecorder,

FortiCamera & FortiNDR may allow a privileged attacker to read files from the underlying

filesystem via crafted CLI requests. 
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Version Affected Solution

FortiCamera 2.2 Not affected Not Applicable

FortiCamera 2.1 2.1 all versions Migrate to a fixed release

FortiCamera 2.0 2.0.0 Upgrade to upcoming 2.0.1 or above

FortiCamera 1.1 1.1 all versions Migrate to a fixed release

FortiCamera 1.0 1.0 all versions Migrate to a fixed release

FortiMail 7.6 7.6.0 through 7.6.1 Upgrade to 7.6.2 or above

FortiMail 7.4 7.4.0 through 7.4.3 Upgrade to 7.4.4 or above

FortiMail 7.2 7.2 all versions Migrate to a fixed release

FortiMail 7.0 7.0 all versions Migrate to a fixed release

FortiMail 6.4 6.4 all versions Migrate to a fixed release

FortiNDR 7.6 7.6.0 through 7.6.1 Upgrade to 7.6.2 or above

FortiNDR 7.4 7.4.0 through 7.4.6 Upgrade to 7.4.7 or above

FortiNDR 7.2 7.2 all versions Migrate to a fixed release

FortiNDR 7.1 7.1 all versions Migrate to a fixed release

FortiNDR 7.0 7.0 all versions Migrate to a fixed release

FortiNDR 1.5 Not affected Not Applicable

FortiRecorder 7.2 7.2.0 through 7.2.1 Upgrade to 7.2.2 or above

FortiRecorder 7.0 7.0.0 through 7.0.4 Upgrade to 7.0.5 or above

FortiRecorder 6.4 6.4 all versions Migrate to a fixed release

FortiVoice 7.2 Not affected Not Applicable

FortiVoice 7.0 7.0.0 through 7.0.3 Upgrade to 7.0.5 or above

FortiVoice 6.4 6.4.0 through 6.4.9 Upgrade to 6.4.10 or above

FortiVoice 6.0 6.0 all versions Migrate to a fixed release
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Timeline

2025-08-12: Initial publication

2025-08-13: FortiNDR is fixed in 7.6.2
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