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Use of hardcoded key used for remote
backup server password encryption

IR Number FG-IR-24-327
Published Date Mar 11, 2025
Component OTHERS
Severity A High
CVSSv3 Score 7.8
Impact Improper access control
CVE ID CVE-2024-54027
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Version Affected Solution

FortiSandbox 4.4 4.4.0 through 4.4.6 Upgrade to 4.4.7 or above

FortiSandbox 4.2 4.2.1 through 4.2.7 Upgrade to 4.2.8 or above

FortiSandbox 4.0 4.0.0 through 4.0.5 Upgrade to 4.0.6 or above

FortiSandbox 3.2 3.2 all versions Migrate to a fixed release

FortiSandbox 3.1 3.1 all versions Migrate to a fixed release

FortiSandbox 3.0 3.0.5 through 3.0.7 Migrate to a fixed release
Acknowledgement

Internally discovered and reported by Adham El karn of Fortinet Product Security team.

Timeline

2025-03-11: Initial publication

RTINET

Contact Us | Legal | Privacy | Partners | Feedback


https://www.fortinet.com/
https://www.fortinet.com/
https://fortiguard.fortinet.com/contactus
https://www.fortinet.com/corporate/about-us/legal.html
https://www.fortinet.com/corporate/about-us/privacy.html
https://fortiguard.fortinet.com/partners
https://fortiguard.fortinet.com/faq/general-contact
https://www.facebook.com/FortiGuard.Labs
https://www.facebook.com/FortiGuard.Labs
https://x.com/FortiGuardLabs
https://x.com/FortiGuardLabs
https://www.linkedin.com/showcase/3668640/
https://www.linkedin.com/showcase/3668640/
https://www.instagram.com/fortinet/
https://www.instagram.com/fortinet/
https://fortiguard.fortinet.com/rss-feeds
https://fortiguard.fortinet.com/rss-feeds
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html

