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Restricted CLI command bypass

IR Number FG-IR-24-361
Published Date Oct 14,2025
Component CLI
Severity A High
CVSSv3 Score 7.8
Impact Escalation of privilege
CVE ID CVE-2025-58325
Download < CVRF

< CSAF
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Version Affected Solution

FortiOS 7.2 7.2.0 through 7.2.10 Upgrade to 7.2.11 or above
FortiOS 7.0 7.0.0 through 7.0.15 Upgrade to 7.0.16 or above
FortiOS 6.4 6.4 all versions Migrate to a fixed release

Follow the recommended upgrade path using our tool at: https://docs.fortinet.com/upgrade-tool

Impacted platforms:
100E/101E, 100F/101F, 1M00E/1101E, 1800F/1801F, 2200E/2201E, 2600F/2601F, 3300E/3301E,

3400E/3401E, 3500F/3501F, 3600E/3601E, 3800D, 3960E, 3980E, 4200F/4201F,
4400F/4401F, 5001E, 6000F, 7000E, 7000F

Other models are not affected by this vulnerability.
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Internally discovered and reported by Francois Ropert of Fortinet PSIRT team.

Timeline

2025-10-14: Initial publication
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