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Insertion of Sensitive 2FA Information in
logs and debug command

IR Number FG-IR-24-452

Published Date Oct 14, 2025

Component GUI

Severity  Low

CVSSv3 Score 2.6

Impact Information disclosure

CVE ID CVE-2025-31514

Download  CVRF

 CSAF

Summary

An Insertion of Sensitive Information into Log File vulnerability [CWE-532] in FortiOS may allow

an attacker with at least read-only privileges to retrieve sensitive 2FA-related information via

observing logs or via diagnose command.

Version Affected Solution

FortiOS 7.6 7.6.0 through 7.6.3 Upgrade to 7.6.4 or above

2/20/26, 12:55 AM PSIRT | FortiGuard Labs

https://fortiguard.fortinet.com/psirt/FG-IR-24-452 1/2

https://fortiguard.fortinet.com/
https://fortiguard.fortinet.com/psirt
https://fortiguard.fortinet.com/psirt
https://fortiguard.fortinet.com/psirt
https://fortiguard.fortinet.com/psirt
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N/E:P/RL:X/RC:C&version=3.1
https://fortiguard.fortinet.com/psirt/cvrf/FG-IR-24-452
https://fortiguard.fortinet.com/psirt/cvrf/FG-IR-24-452
https://fortiguard.fortinet.com/psirt/csaf/FG-IR-24-452?csaf_url=https://filestore.fortinet.com/fortiguard/psirt/csaf_insertion-of-sensitive-2fa-information-in-logs-and-debug-command_fg-ir-24-452.json
https://fortiguard.fortinet.com/psirt/csaf/FG-IR-24-452?csaf_url=https://filestore.fortinet.com/fortiguard/psirt/csaf_insertion-of-sensitive-2fa-information-in-logs-and-debug-command_fg-ir-24-452.json
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html


Version Affected Solution

FortiOS 7.4 7.4 all versions Migrate to a fixed release

FortiOS 7.2 7.2 all versions Migrate to a fixed release

FortiOS 7.0 7.0 all versions Migrate to a fixed release

FortiOS 6.4 6.4 all versions Migrate to a fixed release

FortiProxy 7.6 7.6.0 through 7.6.3 Upgrade to 7.6.4 or above

FortiProxy 7.4 7.4 all versions Migrate to a fixed release

FortiProxy 7.2 7.2 all versions Migrate to a fixed release

FortiProxy 7.0 7.0 all versions Migrate to a fixed release

Follow the recommended upgrade path using our tool at: https://docs.fortinet.com/upgrade-tool
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