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ZTNA Server Improper Certificate Validation

IR Number FG-IR-24-457

Published Date Oct 14, 2025

Component SSL-VPN

Severity  Medium

CVSSv3 Score 6.8

Impact Information disclosure

CVE ID CVE-2025-25253

Download  CVRF

 CSAF

Summary

An Improper Validation of Certificate with Host Mismatch vulnerability [CWE-297] in FortiOS

and FortiProxy ZTNA proxy may allow an unauthenticated attacker in a man-in-the middle

position to intercept and tamper with connections to the ZTNA proxy

Version Affected Solution

FortiOS 7.6 7.6.0 through 7.6.2 Upgrade to 7.6.3 or above
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Version Affected Solution

FortiOS 7.4 7.4.0 through 7.4.8 Upgrade to 7.4.9 or above

FortiOS 7.2 7.2 all versions Migrate to a fixed release

FortiOS 7.0 7.0 all versions Migrate to a fixed release

FortiOS 6.4 Not affected Not Applicable

FortiProxy 7.6 7.6.0 through 7.6.1 Upgrade to 7.6.2 or above

FortiProxy 7.4 7.4.0 through 7.4.8 Upgrade to 7.4.9 or above

FortiProxy 7.2 7.2 all versions Migrate to a fixed release

FortiProxy 7.0 7.0 all versions Migrate to a fixed release

Follow the recommended upgrade path using our tool at: https://docs.fortinet.com/upgrade-tool

Acknowledgement

Internally discovered and reported by John Headley of Fortinet System Engineering team.

Timeline

2025-10-14: Initial publication

Contact Us | Legal | Privacy | Partners | Feedback

Copyright © 2026 Fortinet, Inc. All Rights Reserved.

This site uses cookies. Some are essential to the operation of the site; others

help us improve the user experience. By continuing to use the site, you consent

to the use of these cookies. To learn more about cookies, please read our

privacy policy.

2/20/26, 12:54 AM PSIRT | FortiGuard Labs

https://fortiguard.fortinet.com/psirt/FG-IR-24-457 2/2

https://docs.fortinet.com/upgrade-tool
https://www.fortinet.com/
https://www.fortinet.com/
https://fortiguard.fortinet.com/contactus
https://www.fortinet.com/corporate/about-us/legal.html
https://www.fortinet.com/corporate/about-us/privacy.html
https://fortiguard.fortinet.com/partners
https://fortiguard.fortinet.com/faq/general-contact
https://www.facebook.com/FortiGuard.Labs
https://www.facebook.com/FortiGuard.Labs
https://x.com/FortiGuardLabs
https://x.com/FortiGuardLabs
https://www.linkedin.com/showcase/3668640/
https://www.linkedin.com/showcase/3668640/
https://www.instagram.com/fortinet/
https://www.instagram.com/fortinet/
https://fortiguard.fortinet.com/rss-feeds
https://fortiguard.fortinet.com/rss-feeds
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html

