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Index of FCT installation directory publicly
accessible

IR Number FG-IR-24-548
Published Date May 13, 2025
Component GUI
Severity A Medium
CVSSv3 Score 4.8
Impact Information disclosure
CVE ID CVE-2025-24473
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Version Affected Solution

FortiClientWindows 7.4 Not affected Not Applicable

FortiClientWindows 7.2 7.2.0 through 7.2.1 Upgrade to 7.2.2 or above

FortiClientWindows 7.0 7.0.13 through 7.0.14 Migrate to a fixed release
Acknowledgement

Fortinet is pleased to thank Victor A. Morales from GM Sectec, Inc. for reporting this
vulnerability under responsible disclosure.

Timeline

2025-05-13: Initial publication

References

o By default Windows will deny incoming requests on port 8053, normally making the
information inaccessible to a remote user. However, EDR solutions will nonetheless
typically issue an alert.
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