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Enrollment code on install saved in log

IR Number FG-IR-25-160

Published Date Oct 14, 2025

Component OTHERS

Severity  Medium

CVSSv3 Score 4.2

Impact Information disclosure

CVE ID CVE-2025-46752

Download  CVRF

 CSAF

Summary

An Insertion of Sensitive Information into Log File [CWE-532] vulnerability in FortiDLP Windows

Agent installer may allow an authenticated attacker to pollute the agent pool via re-using the

enrollment code.

Version Affected Solution

FortiDLP 12.1 Not affected Not Applicable
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Version Affected Solution

FortiDLP 12.0 12.0 all versions Migrate to a fixed release

FortiDLP 11.5 11.5 all versions Migrate to a fixed release

FortiDLP 11.4 11.4.5 through 11.4.6 Migrate to a fixed release

FortiDLP 11.2 Not affected Not Applicable

FortiDLP 10.4 Not affected Not Applicable

FortiDLP 6.0 Not affected Not Applicable
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