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Unauthenticated access to local
configuration

IR Number FG-IR-25-260

Published Date Jan 13, 2026

Component GUI

Severity  Critical

CVSSv3 Score 9.3

Impact Improper access control

CVE ID CVE-2025-47855

Download  CVRF

 CSAF

Summary

An exposure of sensitive information to an unauthorized actor [CWE-200] vulnerability in

FortiFone Web Portal page may allow an unauthenticated attacker to obtain the device

configuration via crafted HTTP or HTTPS requests.

Version Affected Solution

FortiFone 7.2 Not affected Not Applicable

This site uses cookies. Some are essential to the operation of the site; others

help us improve the user experience. By continuing to use the site, you consent

to the use of these cookies. To learn more about cookies, please read our

privacy policy.
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Version Affected Solution

FortiFone 7.0 7.0.0 through 7.0.1 Upgrade to 7.0.2 or above

FortiFone 3.0 3.0.13 through 3.0.23 Upgrade to 3.0.24 or above
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Internally discovered and reported by Théo Leleu from Fortinet Product Security team.

Timeline

2026-01-13: Initial publication
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