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Authentication bypass via invalid parameter

IR Number FG-IR-25-448
Published Date Aug 12,2025
Component GUI
Severity A High
CVSSv3 Score 7.7
Impact Improper access control
CVE ID CVE-2025-52970
Download < CVRF
< CSAF
Summary
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Version Affected Solution

FortiwWeb 7.6 7.6.0 through 7.6.3 Upgrade to 7.6.4 or above

FortiWeb 7.4 7.4.0 through 7.4.7 Upgrade to 7.4.8 or above

Fortiweb 7.2 7.2.0 through 7.2.10 Upgrade to 7.2.11 or above

Fortiweb 7.0 7.0.0 through 7.0.10 Upgrade to 7.0.11 or above
Workaround

Disable HTTP/HTTPS administrative interface
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