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Path traversal in policy scripting

IR Number FG-IR-25-512

Published Date Sep 9, 2025

Component OTHERS

Severity  Medium

CVSSv3 Score 4.7

Impact Information disclosure

CVE ID CVE-2025-53609

Download  CVRF

 CSAF

Summary

A Relative Path Traversal vulnerability [CWE-23] in FortiWeb may allow an authenticated

attacker to perform an arbitrary file read on the underlying system via crafted requests.

Version Affected Solution

FortiWeb 8.0 Not affected Not Applicable

FortiWeb 7.6 7.6.0 through 7.6.4 Upgrade to 7.6.5 or above
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Version Affected Solution

FortiWeb 7.4 7.4.0 through 7.4.8 Upgrade to 7.4.9 or above

FortiWeb 7.2 7.2.0 through 7.2.11 Upgrade to upcoming version 7.2.12 or above

FortiWeb 7.0 7.0.2 through 7.0.11 Migrate to a fixed release
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