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Current password requirement bypass for
self password change

IR Number FG-IR-25-599

Published Date Dec 9, 2025

Component OTHERS

Severity  Medium

CVSSv3 Score 6.5

Impact Improper access control

CVE ID CVE-2025-59808

Download  CVRF

 CSAF

Summary

An Unverified Password Change vulnerability [CWE-620] in FortiSOAR may allow an attacker

who gained access to a victim's user account to reset the account credentials without being

prompted for the account's password

Version Affected Solution

FortiSOAR PaaS 7.6 7.6.0 through 7.6.2 Upgrade to 7.6.3 or above
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Version Affected Solution

FortiSOAR PaaS 7.5 7.5.0 through 7.5.1 Upgrade to 7.5.2 or above

FortiSOAR PaaS 7.4 7.4 all versions Migrate to a fixed release

FortiSOAR PaaS 7.3 7.3 all versions Migrate to a fixed release

FortiSOAR on-premise 7.6 7.6.0 through 7.6.2 Upgrade to 7.6.3 or above

FortiSOAR on-premise 7.5 7.5.0 through 7.5.1 Upgrade to 7.5.2 or above

FortiSOAR on-premise 7.4 7.4 all versions Migrate to a fixed release

FortiSOAR on-premise 7.3 7.3 all versions Migrate to a fixed release
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