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Multiple Fortinet Products' FortiCloud SSO
Login Authentication Bypass

IR Number FG-IR-25-647
Published Date Dec 9, 2025
Component GUI
Severity Critical
CVSSv3 Score 9.1
Impact Improper access control
CVE ID CVE-2025-59718 CVE-2025-59719
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the administrator disables the toggle switch "Allow administrative login using FortiCloud SSO"
in the registration page, FortiCloud SSO login is enabled upon registration.

To prevent being affected by this vulnerability on vulnerable

versions, please turn off the FortiCloud login feature (if enabled) temporarily until
upgrading to a non-affected version.

To turn off FortiCloud login, go to System - Settings - Switch

"Allow administrative login using FortiCloud SSO" to Off. Or type the

following command in the CLI:

config system global
set admin-forticloud-sso-login disable

end

Version Affected Solution

FortiOS 7.6 7.6.0 through 7.6.3 Upgrade to 7.6.4 or above
FortiOS 7.4 7.4.0 through 7.4.8 Upgrade to 7.4.9 or above
FortiOS 7.2 7.2.0 through 7.2.11 Upgrade to 7.2.12 or above
FortiOS 7.0 7.0.0 through 7.0.17 Upgrade to 7.0.18 or above
FortiOS 6.4 Not affected Not Applicable

FortiProxy 7.6 7.6.0 through 7.6.3 Upgrade to 7.6.4 or above
FortiProxy 7.4 7.4.0 through 7.4.10 Upgrade to 7.4.11 or above
FortiProxy 7.2 7.2.0 through 7.2.14 Upgrade to 7.2.15 or above

FortiProxy 7.0 7.0.0 through 7.0.21 Upgrade to 7.0.22 or above
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Version Affected Solution

Fortiweb 7.0 Not affected Not Applicable

Follow the recommended upgrade path using our tool at: https://docs.fortinet.com/upgrade-tool

Acknowledgement

Internally discovered and reported by Yonghui Han and Theo Leleu of Fortinet Product Security
team.

Timeline

2025-12-09: Initial publication

==RTINET
Contact Us | Legal | Privacy | Partners | Feedback

f X in ©@ N

Copyright © 2026 Fortinet, Inc. All Rights Reserved.


https://docs.fortinet.com/upgrade-tool
https://www.fortinet.com/
https://www.fortinet.com/
https://fortiguard.fortinet.com/contactus
https://www.fortinet.com/corporate/about-us/legal.html
https://www.fortinet.com/corporate/about-us/privacy.html
https://fortiguard.fortinet.com/partners
https://fortiguard.fortinet.com/faq/general-contact
https://www.facebook.com/FortiGuard.Labs
https://www.facebook.com/FortiGuard.Labs
https://x.com/FortiGuardLabs
https://x.com/FortiGuardLabs
https://www.linkedin.com/showcase/3668640/
https://www.linkedin.com/showcase/3668640/
https://www.instagram.com/fortinet/
https://www.instagram.com/fortinet/
https://fortiguard.fortinet.com/rss-feeds
https://fortiguard.fortinet.com/rss-feeds
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html

