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Local Privilege Escalation in LaunchDaemon

IR Number FG-IR-25-664

Published Date Oct 14, 2025

Component CLI

Severity  High

CVSSv3 Score 7.0

Impact Escalation of privilege

CVE ID CVE-2025-57741

Download  CVRF

 CSAF

Summary

An Incorrect Permission Assignment for Critical Resource vulnerability [CWE-732] in

FortiClientMac may allow a local attacker to run arbitrary code or commands via

LaunchDaemon hijacking.

Version Affected Solution

FortiClientMac 7.4 7.4.0 through 7.4.3 Upgrade to 7.4.4 or above
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Version Affected Solution

FortiClientMac 7.2 7.2.0 through 7.2.11 Upgrade to 7.2.12 or above

FortiClientMac 7.0 7.0 all versions Migrate to a fixed release
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