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Invocation of Process Using Visible
Sensitive Information in FortiADC

IR Number FG-IR-25-686
Published Date Nov 18,2025
Component OTHERS
Severity A Low
CVSSv3 Score 3.9
Impact Information disclosure
CVE ID CVE-2025-54971
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Version Affected Solution

FortiADC 7.6 Not affected Not Applicable

FortiADC 7.4 7.4.0 Upgrade to 7.4.3 or above

FortiADC 7.2 7.2 all versions Migrate to a fixed release

FortiADC 7.1 7.1 all versions Migrate to a fixed release

FortiADC 7.0 7.0 all versions Migrate to a fixed release

FortiADC 6.2 6.2 all versions Migrate to a fixed release
Workaround:

If used, disable the external resources, to prevent the leak of the password via the logs.

config system external-resource
edit <resource name>
set status disable
end
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