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Authenticated SQL injection in APl endpoint

IR Number FG-IR-25-735
Published Date Jan 13,2026
Component GUI
Severity A Medium
CVSSv3 Score 6.8
Impact Execute unauthorized code or commands
CVE ID CVE-2025-59922
Download < CVRF
< CSAF
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Version Affected Solution

FortiClientEMS 7.4 7.4.0 through 7.4.1 Upgrade to 7.4.5 or above

FortiClientEMS 7.2 7.2.0 through 7.2.10 Upgrade to 7.2.12 or above

FortiClientEMS 7.0 7.0 all versions Migrate to a fixed release
Acknowledgement

Fortinet is pleased to thank Kevin Joensen from Baldur Security for reporting this vulnerability
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Timeline

2026-01-13: Initial publication
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