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XSS in default error page

IR Number FG-IR-25-736

Published Date Nov 18, 2025

Component GUI

Severity  Medium

CVSSv3 Score 4.2

Impact Execute unauthorized code or commands

CVE ID CVE-2025-58412

Download  CVRF

 CSAF

Summary

An Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS)

vulnerability [CWE-80] in FortiADC virtual server's default error page may allow an

unauthenticated attacker to execute malicious code via crafted URL.

Version Affected Solution

FortiADC 8.0 8.0.0 Upgrade to 8.0.1 or above
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Version Affected Solution

FortiADC 7.6 7.6.0 through 7.6.3 Upgrade to 7.6.4 or above

FortiADC 7.4 7.4 all versions Migrate to a fixed release

FortiADC 7.2 7.2 all versions Migrate to a fixed release

FortiADC 7.1 Not affected Not Applicable

FortiADC 7.0 Not affected Not Applicable

FortiADC 6.2 Not affected Not Applicable

Workarounds:

Do not use "waf_deny.html" error page or customise it to either remove the"error-info" class or

to change it into a standard hardcoded message.
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References

https://docs.fortinet.com/document/fortiadc/7.4.8/handbook/496707/configuring-error-

pages

This site uses cookies. Some are essential to the operation of the site; others

help us improve the user experience. By continuing to use the site, you consent

to the use of these cookies. To learn more about cookies, please read our

privacy policy.

2/20/26, 1:04 AM PSIRT | FortiGuard Labs

https://fortiguard.fortinet.com/psirt/FG-IR-25-736 2/3

https://docs.fortinet.com/document/fortiadc/7.4.8/handbook/496707/configuring-error-pages
https://docs.fortinet.com/document/fortiadc/7.4.8/handbook/496707/configuring-error-pages
https://www.fortinet.com/
https://www.fortinet.com/
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html


Contact Us | Legal | Privacy | Partners | Feedback

Copyright © 2026 Fortinet, Inc. All Rights Reserved.

This site uses cookies. Some are essential to the operation of the site; others

help us improve the user experience. By continuing to use the site, you consent

to the use of these cookies. To learn more about cookies, please read our

privacy policy.

2/20/26, 1:04 AM PSIRT | FortiGuard Labs

https://fortiguard.fortinet.com/psirt/FG-IR-25-736 3/3

https://fortiguard.fortinet.com/contactus
https://www.fortinet.com/corporate/about-us/legal.html
https://www.fortinet.com/corporate/about-us/privacy.html
https://fortiguard.fortinet.com/partners
https://fortiguard.fortinet.com/faq/general-contact
https://www.facebook.com/FortiGuard.Labs
https://www.facebook.com/FortiGuard.Labs
https://x.com/FortiGuardLabs
https://x.com/FortiGuardLabs
https://www.linkedin.com/showcase/3668640/
https://www.linkedin.com/showcase/3668640/
https://www.instagram.com/fortinet/
https://www.instagram.com/fortinet/
https://fortiguard.fortinet.com/rss-feeds
https://fortiguard.fortinet.com/rss-feeds
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html
https://www.fortinet.com/corporate/about-us/privacy.html

