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Unauthenticated remote command injection

IR Number FG-IR-25-772
Published Date Jan 13,2026
Component API
Severity Critical
CVSSv3 Score 9.4
Impact Execute unauthorized code or commands
CVE ID CVE-2025-64155
Download < CVRF
< CSAF
Summary
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Version Affected Solution

FortiSIEM 7.5 Not affected Not Applicable

FortiSIEM 7.4 7.4.0 Upgrade to 7.4.1 or above
FortiSIEM 7.3 7.3.0 through 7.3.4 Upgrade to 7.3.5 or above
FortiSIEM 7.2 7.2.0 through 7.2.6 Upgrade to 7.2.7 or above
FortiSIEM 7.1 7.0 through 7.1.8 Upgrade to 7.1.9 or above
FortiSIEM 7.0 7.0.0 through 7.0.4 Migrate to a fixed release
FortiSIEM 6.7 6.7.0 through 6.7.10 Migrate to a fixed release

This vulnerability does not impact Collector nodes, only the Super and Worker nodes.

Workaround

e Limit access to the phMonitor port (7900)
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