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Information disclosure through debug
features

IR Number FG-IR-25-844

Published Date Nov 18, 2025

Component CLI

Severity  Medium

CVSSv3 Score 4.9

Impact Information disclosure

CVE ID CVE-2025-54660

Download  CVRF

 CSAF

Summary

An active debug code vulnerability [CWE-489] in FortiClientWindows may allow a local

attacker to run the application step by step and retrieve the saved VPN user password

Version Affected Solution

FortiClientWindows 7.4 7.4.0 through 7.4.3 Upgrade to 7.4.4 or above
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help us improve the user experience. By continuing to use the site, you consent

to the use of these cookies. To learn more about cookies, please read our

privacy policy.
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Version Affected Solution

FortiClientWindows 7.2 7.2.0 through 7.2.10 Upgrade to 7.2.11 or above

FortiClientWindows 7.0 7.0 all versions Migrate to a fixed release
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Timeline

2025-11-18: Initial publication
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