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Capacity to use password hashes instead of
password for authentication

IR Number FG-IR-25-984
Published Date Dec 9, 2025
Component GUI
Severity A Medium
CVSSv3 Score 4.4
Impact Escalation of privilege
CVE ID CVE-2025-64471
Download < CVRF
< CSAF
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Version Affected Solution

FortiwWeb 7.6 7.6.0 through 7.6.5 Upgrade to 7.6.6 or above

FortiWeb 7.4 7.4.0 through 7.4.10 Upgrade to 7.4.11 or above

Fortiweb 7.2 7.2.0 through 7.2.11 Upgrade to 7.2.12 or above

FortiWeb 7.0 7.0.0 through 7.0.11 Upgrade to 7.0.12 or above
Acknowledgement

Internally discovered and reported by Fortiweb development team.
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2025-12-09: Initial publication
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