
Issued: 2025-12-16 Updated: 2025-12-16RHEA-2025:23406 - Product
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Synopsis

OpenShift Virtualization 4.20.3 Images

Type/Severity

Product Enhancement Advisory

Topic

Red Hat OpenShift Virtualization release 4.20.3 is now available with updates to packages and

images that fix several bugs and add enhancements.

Description

OpenShift Virtualization is Red Hat's virtualization solution designed for Red Hat OpenShift

Container Platform.

This advisory contains OpenShift Virtualization 4.20.3 images.

Solution

Before applying this update, make sure all previously released errata relevant to your system have

been applied.

For details on how to apply this update, refer to:

 RHEA-2025:23406 - Product Enhancement AdvisoryRed Hat Product Errata

Overview
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https://access.redhat.com/articles/11258 '

Affected Products

Red Hat Container Native Virtualization 4.20 for RHEL 9 x86_64

Fixes

CNV-70953 ' - The link of "OpenShift Virtualization 4.20 Highlights" is broken

CNV-71548 ' - [UI] UI allows selecting a SchedulingDisabled nodes as migration target & the

UI is not injecting any node selector

CVEs

CVE-2024-8176 '

CVE-2025-7195 '

CVE-2025-9086 '

CVE-2025-9230 '

CVE-2025-9714 '

CVE-2025-38724 '

CVE-2025-39864 '

CVE-2025-39881 '

CVE-2025-39883 '

CVE-2025-39918 '

CVE-2025-39955 '

CVE-2025-39966 '

CVE-2025-40186 '

CVE-2025-40778 '

CVE-2025-40780 '

CVE-2025-59375 '

References

(none)

The Red Hat security contact is secalert@redhat.com. More contact details at

https://access.redhat.com/security/team/contact/.

4/11/26, 9:03 AM RHEA-2025:23406 - Product Enhancement Advisory - Red Hat Customer Portal

https://access.redhat.com/errata/RHEA-2025:23406 2/3

https://access.redhat.com/articles/11258
https://access.redhat.com/articles/11258
https://access.redhat.com/articles/11258
https://issues.redhat.com/browse/CNV-70953
https://issues.redhat.com/browse/CNV-70953
https://issues.redhat.com/browse/CNV-70953
https://issues.redhat.com/browse/CNV-71548
https://issues.redhat.com/browse/CNV-71548
https://issues.redhat.com/browse/CNV-71548
https://www.redhat.com/security/data/cve/CVE-2024-8176.html
https://www.redhat.com/security/data/cve/CVE-2024-8176.html
https://www.redhat.com/security/data/cve/CVE-2024-8176.html
https://www.redhat.com/security/data/cve/CVE-2025-7195.html
https://www.redhat.com/security/data/cve/CVE-2025-7195.html
https://www.redhat.com/security/data/cve/CVE-2025-7195.html
https://www.redhat.com/security/data/cve/CVE-2025-9086.html
https://www.redhat.com/security/data/cve/CVE-2025-9086.html
https://www.redhat.com/security/data/cve/CVE-2025-9086.html
https://www.redhat.com/security/data/cve/CVE-2025-9230.html
https://www.redhat.com/security/data/cve/CVE-2025-9230.html
https://www.redhat.com/security/data/cve/CVE-2025-9230.html
https://www.redhat.com/security/data/cve/CVE-2025-9714.html
https://www.redhat.com/security/data/cve/CVE-2025-9714.html
https://www.redhat.com/security/data/cve/CVE-2025-9714.html
https://www.redhat.com/security/data/cve/CVE-2025-38724.html
https://www.redhat.com/security/data/cve/CVE-2025-38724.html
https://www.redhat.com/security/data/cve/CVE-2025-38724.html
https://www.redhat.com/security/data/cve/CVE-2025-39864.html
https://www.redhat.com/security/data/cve/CVE-2025-39864.html
https://www.redhat.com/security/data/cve/CVE-2025-39864.html
https://www.redhat.com/security/data/cve/CVE-2025-39881.html
https://www.redhat.com/security/data/cve/CVE-2025-39881.html
https://www.redhat.com/security/data/cve/CVE-2025-39881.html
https://www.redhat.com/security/data/cve/CVE-2025-39883.html
https://www.redhat.com/security/data/cve/CVE-2025-39883.html
https://www.redhat.com/security/data/cve/CVE-2025-39883.html
https://www.redhat.com/security/data/cve/CVE-2025-39918.html
https://www.redhat.com/security/data/cve/CVE-2025-39918.html
https://www.redhat.com/security/data/cve/CVE-2025-39918.html
https://www.redhat.com/security/data/cve/CVE-2025-39955.html
https://www.redhat.com/security/data/cve/CVE-2025-39955.html
https://www.redhat.com/security/data/cve/CVE-2025-39955.html
https://www.redhat.com/security/data/cve/CVE-2025-39966.html
https://www.redhat.com/security/data/cve/CVE-2025-39966.html
https://www.redhat.com/security/data/cve/CVE-2025-39966.html
https://www.redhat.com/security/data/cve/CVE-2025-40186.html
https://www.redhat.com/security/data/cve/CVE-2025-40186.html
https://www.redhat.com/security/data/cve/CVE-2025-40186.html
https://www.redhat.com/security/data/cve/CVE-2025-40778.html
https://www.redhat.com/security/data/cve/CVE-2025-40778.html
https://www.redhat.com/security/data/cve/CVE-2025-40778.html
https://www.redhat.com/security/data/cve/CVE-2025-40780.html
https://www.redhat.com/security/data/cve/CVE-2025-40780.html
https://www.redhat.com/security/data/cve/CVE-2025-40780.html
https://www.redhat.com/security/data/cve/CVE-2025-59375.html
https://www.redhat.com/security/data/cve/CVE-2025-59375.html
https://www.redhat.com/security/data/cve/CVE-2025-59375.html
mailto:secalert@redhat.com
https://access.redhat.com/security/team/contact/
https://redhat.com/en
https://www.linkedin.com/company/red-hat
https://www.linkedin.com/company/red-hat
https://www.linkedin.com/company/red-hat
https://www.linkedin.com/company/red-hat
https://www.youtube.com/user/RedHatVideos
https://www.youtube.com/user/RedHatVideos
https://www.youtube.com/user/RedHatVideos
https://www.youtube.com/user/RedHatVideos
https://www.facebook.com/RedHat
https://www.facebook.com/RedHat
https://www.facebook.com/RedHat
https://www.facebook.com/RedHat
https://x.com/RedHat
https://x.com/RedHat


Partial system outage

About Red Hat

Jobs

Events

Locations

Contact Red Hat

Red Hat Blog

Inclusion at Red Hat

Cool Stuff Store

Red Hat Summit

© 2026 Red Hat

Privacy statement

Terms of use

All policies and guidelines

Digital accessibility

Cookie Preferences and Opt-Out Rights

Quick Links

Help

Site Info

Related Sites

4/11/26, 9:03 AM RHEA-2025:23406 - Product Enhancement Advisory - Red Hat Customer Portal

https://access.redhat.com/errata/RHEA-2025:23406 3/3

https://status.redhat.com/
https://redhat.com/
https://redhat.com/
https://redhat.com/en/about/company
https://redhat.com/en/jobs
https://redhat.com/en/events
https://redhat.com/en/about/office-locations
https://redhat.com/en/contact
https://redhat.com/en/blog
https://www.redhat.com/en/about/our-culture/inclusion
https://coolstuff.redhat.com/
https://www.redhat.com/en/summit
https://redhat.com/en/about/privacy-policy
https://redhat.com/en/about/terms-use
https://redhat.com/en/about/all-policies-guidelines
https://redhat.com/en/about/digital-accessibility

