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Security Advisory: Important

Topic

Red Hat OpenShift Container Platform release 4.12.57 is now available with updates to packages and
images that fix several bugs and add enhancements.

This release includes a security update for Red Hat OpenShift Container Platform 4.12.

Red Hat Product Security has rated this update as having a security impact of Important. A Common
Vulnerability Scoring System (CVSS) base score, which gives a detailed severity rating, is available
for each vulnerability from the CVE link(s) in the References section.

Description

Red Hat OpenShift Container Platform is Red Hat's cloud computing Kubernetes application
platform solution designed for on-premise or private cloud deployments.

This advisory contains the container images for Red Hat OpenShift Container Platform 4.12.57. See
the following advisory for the RPM packages for this release:

https://access.redhat.com/errata/RHSA-2024:2784 &
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Space precludes documenting all of the container images in this advisory. See the following Release
Notes documentation, which will be updated shortly for this release, for details about these changes:

https://docs.openshift.com/container-platform/4.12/release_notes/ocp-4-12-release-notes.html &

Security Fix(es):
¢ golang: net/http, x/net/http2: unlimited number of CONTINUATION frames
causes DoS (CVE-2023-45288)

¢ cluster-monitoring-operator: credentials leak (CVE-2024-1139)
¢ osin: manipulation of the argument secret leads to observable timing

discrepancy (CVE-2021-4294)
e ironic-image: Unauthenticated local access to Ironic APl (CVE-2024-31463)

For more details about the security issue(s), including the impact, a CVSS score, acknowledgments,
and other related information, refer to the CVE page(s) listed in the References section.

All OpenShift Container Platform 4.12 users are advised to upgrade to these updated packages and
images when they are available in the appropriate release channel. To check for available updates,
use the OpenShift CLI (oc) or web console. Instructions for upgrading a cluster are available at
https://docs.openshift.com/container-platform/4.12/updating/updating-cluster-cli.html )

Solution

For OpenShift Container Platform 4.12 see the following documentation,
which will be updated shortly for this release, for important instructions
on how to upgrade your cluster and fully apply this asynchronous errata
update:

https://docs.openshift.com/container-platform/4.12/release_notes/ocp-4-12-release-notes.html &

You can download the oc tool and use it to inspect release image metadata
for x86_64, s390x, ppcb4le, and aarch64 architectures. The image digests
can be found at

https://quay.io/repository/openshift-release-dev/ocp-release?tab=tags. o

The sha values for the release are:

(For x86_64 architecture)
The image digest is
sha256:ebd20cd66e0bbb5bcd7d16559ff4856918b7172e29d6a7bd34d8cc49a556b8f7
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(For s390x architecture)
The image digest is
sha256:7a18130347117b6c168a81a7311ba5eb74dcbaeafdb281d32d6a81254810d445

(For ppc64le architecture)
The image digest is
sha256:528a871912¢91861afa839b04b48fd6b8b79960d8872c8876c2de39821c74a39

(For aarch64 architecture)
The image digest is
sha256:0126ec3e0c154a2e8f45b92b8b41f8508d8a3¢c9ca096bb150c2bcc0740599b65

All OpenShift Container Platform 4.12 users are advised to upgrade to these

updated packages and images when they are available in the appropriate

release channel. To check for available updates, use the OpenShift CLI (oc)

or web console. Instructions for upgrading a cluster are available at
https://docs.openshift.com/container-platform/4.12/updating/updating-cluster-cli.html )

Affected Products

¢ Red Hat OpenShift Container Platform 4.12 for RHEL 9 x86_64

¢ Red Hat OpenShift Container Platform 4.12 for RHEL 8 x86_64

¢ Red Hat OpenShift Container Platform for Power 4.12 for RHEL 9 ppc64le

¢ Red Hat OpenShift Container Platform for Power 4.12 for RHEL 8 ppc64le

¢ Red Hat OpenShift Container Platform for IBM Z and LinuxONE 4.12 for RHEL 9 s390x
¢ Red Hat OpenShift Container Platform for IBM Z and LinuxONE 4.12 for RHEL 8 s390x
¢ Red Hat OpenShift Container Platform for ARM 64 4.12 for RHEL 9 aarch64

¢ Red Hat OpenShift Container Platform for ARM 64 4.12 for RHEL 8 aarch64

Fixes

o BZ-2156871 L'} - CVE-2021-4294 osin: manipulation of the argument secret leads to

observable timing discrepancy
o BZ-2262158 D} - CVE-2024-1139 cluster-monitoring-operator: credentials leak

CONTINUATION frames causes DoS
o BZ-2275847 E'/' - CVE-2024-31463 ironic-image: Unauthenticated local access to Ironic API

roleBinding for csi-snapshot-webhook
« OCPBUGS-32449 B - multi-arch libvirt jobs need yq-v4
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o OCPBUGS-33253 & - 412 Tracker: RIP: __list_del_entry_valid.cold -

"ceph_drop_caps_for_unlink"

CVEs
e CVE-2021-42904H

References

¢ https://access.redhat.com/security/updates/classification/#important [
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