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Overview

Updated Images

Synopsis

Important: OpenShift Container Platform 4.13.45 bug fix and security update

Type/Severity

Security Advisory: Important

Topic

Red Hat OpenShift Container Platform release 4.13.45 is now available with updates to packages
and images that fix several bugs and add enhancements.

This release includes a security update for Red Hat OpenShift Container Platform 4.13.

Red Hat Product Security has rated this update as having a security impact of Important. A Common
Vulnerability Scoring System (CVSS) base score, which gives a detailed severity rating, is available
for each vulnerability from the CVE link(s) in the References section.

Description

Red Hat OpenShift Container Platform is Red Hat's cloud computing Kubernetes application
platform solution designed for on-premise or private cloud deployments.

This advisory contains the container images for Red Hat OpenShift Container Platform 4.13.45. See
the following advisory for the RPM packages for this release:
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Space precludes documenting all of the container images in this advisory. See the following Release
Notes documentation, which will be updated shortly for this release, for details about these changes:

https://docs.openshift.com/container-platform/4.13/release_notes/ocp-4-13-release-notes.htm| &

Security Fix(es):

¢ golang: net/http, x/net/http2: unlimited number of CONTINUATION frames
causes DoS (CVE-2023-45288)

¢ openshift/telemeter: iss check during JWT authentication can be bypassed
(CVE-2024-5037)

¢ openssh: Possible remote code execution due to a race condition in signal
handling (CVE-2024-6387)

¢ ssh: Prefix truncation attack on Binary Packet Protocol (BPP)
(CVE-2023-48795)

¢ jose-go: improper handling of highly compressed data (CVE-2024-28180)

For more details about the security issue(s), including the impact, a CVSS score, acknowledgments,
and other related information, refer to the CVE page(s) listed in the References section.

All OpenShift Container Platform 4.13 users are advised to upgrade to these updated packages and
images when they are available in the appropriate release channel. To check for available updates,
use the OpenShift CLI (oc) or web console. Instructions for upgrading a cluster are available at
https://docs.openshift.com/container-platform/4.13/updating/updating-cluster-cli.html o

Solution

For OpenShift Container Platform 4.13 see the following documentation, which will be updated
shortly for this release, for important instructions on how to upgrade your cluster and fully apply this
asynchronous errata update:

https://docs.openshift.com/container-platform/4.13/release_notes/ocp-4-13-release-notes htm| &
You may download the oc tool and use it to inspect release image metadata for x86_64, s390x,
ppc64le, and aarch64 architectures. The image digests may be found at

https://quay.io/repository/openshift-release-dev/ocp-release?tab=tags. o

The sha values for the release are
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(For x86_64 architecture)
The image digest is
sha256:c7e3658ca8f0flfc8cel512ecc36785a68b1388dfbfc39642bff8120bfa86a33

(For s390x architecture)
The image digest is
sha256:71641ec665a81c7228ac2254ae30899ee68bef872653c807dc34dedeOcfe91b8

(For ppc64le architecture)
The image digest is
sha256:a71a1339e4304715¢cb0957a5db2777fd6e626420ba252af8b47445bcbfaac655

(For aarch64 architecture)
The image digest is
sha256:4f08ad2deadb6731ebd82ae924c47d06c0c162bb57914e1f287f9c0c68e9838a

All OpenShift Container Platform 4.13 users are advised to upgrade to these updated packages and
images when they are available in the appropriate release channel. To check for available updates,
use the OpenShift CLI (oc) or web console. Instructions for upgrading a cluster are available at
https://docs.openshift.com/container-platform/4.13/updating/updating-cluster-cli.html o

Affected Products

¢ Red Hat OpenShift Container Platform 4.13 for RHEL 9 x86_64

¢ Red Hat OpenShift Container Platform 4.13 for RHEL 8 x86_64

¢ Red Hat OpenShift Container Platform for Power 4.13 for RHEL 9 ppc64le

¢ Red Hat OpenShift Container Platform for Power 4.13 for RHEL 8 ppc64le

¢ Red Hat OpenShift Container Platform for IBM Z and LinuxONE 4.13 for RHEL 9 s390x
¢ Red Hat OpenShift Container Platform for IBM Z and LinuxONE 4.13 for RHEL 8 s390x
¢ Red Hat OpenShift Container Platform for ARM 64 4.13 for RHEL 9 aarch64

¢ Red Hat OpenShift Container Platform for ARM 64 4.13 for RHEL 8 aarch64

Fixes

e BZ-2254210 L'/ - CVE-2023-48795 ssh: Prefix truncation attack on Binary Packet Protocol

(BPP)
e BZ-2268273 4 - CVE-2023-45288 golang: net/http, x/net/http2: unlimited number of

CONTINUATION frames causes DoS
e BZ-2268854 I - CVE-2024-28180 jose-go: improper handling of highly compressed data

can be bypassed
e BZ-2294604 E'/' - CVE-2024-6387 openssh: regreSSHion - race condition in SSH allows

RCE/DoS
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» OCPBUGS-32015 & _ [release-4.13] OCPBUGS-32015: Fix zone tag value reconciliation for
vSphere machines
o OCPBUGS-34422 & - OCP4.16 - Port_Security flag doesn't work in ShiftonStack Sriov
Worker node deployment
» OCPBUGS-35077 & _ [4.13] Errors not returned from wait-for-ceo cmd during bootstrap

teardown
« OCPBUGS-35380 & - Azure CPMS periodics are failing due to non-retryable APl errors

allows unexpected authenticated registry accesses

» OCPBUGS-35990 & _ After upgrading to 4.13 from 4.12 one of the worker node went into
emergency mode.

. OCPBUGS—36501 'Z - prometheus bound service token causing issues with version skew
between mgmt and cluster-under-test

« OCPBUGS-36551 & - [Backport-4.13] TestAllowedSourceRangesStatus expected the

annotation to be reflected in status.allowedSourceRanges flake

CVEs
e CVE-2020-12762H
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