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Cookie Preferences and Opt-Out Rights
Your Choices About Cookies on this Site

RedHatF A cookie is a small amount of data that is sent to your browser from a web
server and stored on your device. The cookie may be placed by Red Hat or by

RHSA anauthorized third party. '4-10-16

When you use this site, Red Hat uses cookies and other technologies which

are necessary to enable the basic features of the site to function (Required
Overview cookies). Subject to your preferences, Red Hat and its authorized partners
may also use cookies to analyze your use of the website to evaluate and
improve our performance, to improve our service to you and to personalize
your experience (Functional cookies) as well as advertising cookies to show
you ads that are more relevant to you (Advertising cookies). We honor the
preferences you select.

Updated Ir

Synop In addition to the services they provide to Red Hat, certain Red Hat
authorized partners may also use this data for their own purposes or for

Importar targeted advertising. This activity may qualify as a "sale" or “targeted
advertising” under certain data protection laws. You can make choices using
. the buttons below to allow or prevent such uses.
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S " Accept default will keep your preferences set to accept all cookies (Required,
ecurity

Functional and Advertising), which enables us to provide you a personalized
web experience and more relevant ads on third party websites. This means
TOpiC that you allow our partners to collect and use this data.

Required Cookies only will set your cookie preferences to "Required Cookies"

Bed Hat only. This will prevent our partners from collecting and using this data but may 2sand
Imagest  4iso prevent us from providing you a personalized web experience and more
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Clearing your browser cookies may delete your cookie preferences. If you re-
visit this site after clearing browser cookies, you will need to reset your
preferences at that time. If you have set your browser’s global privacy

ol ol [ [ r 1

for each

Descri

Red Hat OpenShift Container Platform is Red Hat's cloud computing Kubernetes application
platform solution designed for on-premise or private cloud deployments.

This advisory contains the container images for Red Hat OpenShift Container Platform 4.17.1. See
the following advisory for the RPM packages for this release:

https://access.redhat.com/errata/RHSA-2024:7925 [
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Space precludes documenting all of the container images in this advisory. See the following Release
Notes documentation, which will be updated shortly for this release, for details about these changes:

https://docs.openshift.com/container-platform/4.17/release_notes/ocp-4-17-release-notes htm! &
Security Fix(es):

e pypa/setuptools: Remote code execution via download functions in the
package_index module in pypa/setuptools (CVE-2024-6345)

¢ openshift-console: OAuth2 insufficient state parameter entropy
(CVE-2024-6508)

e Hashicorp/vault: Vault's LDAP Auth Method Allows for User Enumeration
(CVE-2023-3462)

* golang: net/http: & golang: mime/multipart: golang: net/textproto: memory
exhaustion in Request.ParseMultipartForm (CVE-2023-45290)

e containers/image: digest type does not guarantee valid type
(CVE-2024-3727)

¢ golang-protobuf: encoding/protojson, internal/encoding/json: infinite

loop in protojson.Unmarshal when unmarshaling certain forms of invalid JSON
(CVE-2024-24786)

e net/http: @ Denial of service due to improper 100-continue handling in

net/http (CVE-2024-24791)

¢ pgx: SQL Injection via Line Comment Creation (CVE-2024-27289)
» path-to-regexp: Backtracking regular expressions cause ReDoS

(CVE-2024-45296)

For more details about the security issue(s), including the impact, a CVSS score, acknowledgments,
and other related information, refer to the CVE page(s) listed in the References section.

All OpenShift Container Platform 4.17 users are advised to upgrade to these updated packages and
images when they are available in the appropriate release channel. To check for available updates,
use the OpenShift CLI (oc) or web console. Instructions for upgrading a cluster are available at
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https://docs.openshift.com/container-platform/4.177/updating/updating_a_cluster/updating-cluster-

Solution

For OpenShift Container Platform 4.17 see the following documentation, which will be updated
shortly for this release, for important instructions on how to upgrade your cluster and fully apply this
asynchronous errata update:

https://docs.openshift.com/container-platform/4.17/release_notes/ocp-4-17-release-notes.html| &

You may download the oc tool and use it to inspect release image metadata for x86_64, s390x,
ppc64le, and aarch64 architectures. The image digests may be found at
https://quay.io/repository/openshift-release-dev/ocp-release?tab=tags. o

The sha values for the release are

(For x86_64 architecture)
The image digest is
sha256:e16ac60ac6971e5b6f89¢c1d818f5ae711c0d63ad6aba26ffe795¢c738e8cc4dde

(For s390x architecture)
The image digest is
sha256:c¢3372900c¢1b249fc1fa017db9ddcfazb97a71a358e8d377481e0ca04a9d121d3

(For ppc64le architecture)
The image digest is
sha256:fec4a60f96ad4c29ff2d4401fa079c5b1e0afO5b0914cae2b8d29ff026654d95

(For aarch64 architecture)
The image digest is
sha256:62b77793b08477b7c785ac0fab76f919bed8cf31cibf4678da4dfO3b8c2a7a58

All OpenShift Container Platform 4.17 users are advised to upgrade to these updated packages and
images when they are available in the appropriate release channel. To check for available updates,
use the OpenShift CLI (oc) or web console. Instructions for upgrading a cluster are available at
https://docs.openshift.com/container-platform/4.177/updating/updating_a_cluster/updating-cluster-

Affected Products

¢ Red Hat OpenShift Container Platform 4.17 for RHEL 9 x86_64
¢ Red Hat OpenShift Container Platform 4.17 for RHEL 8 x86_64
¢ Red Hat OpenShift Container Platform for Power 4.17 for RHEL 9 ppc64le
¢ Red Hat OpenShift Container Platform for Power 4.17 for RHEL 8 ppc64le
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¢ Red Hat OpenShift Container Platform for IBM Z and LinuxONE 4.17 for RHEL 9 s390x
¢ Red Hat OpenShift Container Platform for IBM Z and LinuxONE 4.17 for RHEL 8 s390x
¢ Red Hat OpenShift Container Platform for ARM 64 4.17 for RHEL 9 aarch64
¢ Red Hat OpenShift Container Platform for ARM 64 4.17 for RHEL 8 aarch64

Fixes
e BZ-2228020 B - CVE-2023-3462 Hashicorp/vault: Vault?s LDAP Auth Method Allows for

User Enumeration
« BZ-2268017 & - CVE-2023-45290 golang: net/http: golang: mime/multipart: golang:

net/textproto: memory exhaustion in Request.ParseMultipartForm
e BZ-2268046 @ - CVE-2024-24786 golang-protobuf: encoding/protojson,

internal/encoding/json: infinite loop in protojson.Unmarshal when unmarshaling certain forms
of invalid JSON
e BZ-22684655 - CVE-2024-27289 pgx: SQL Injection via Line Comment Creation

type

handling in net/http
e BZ-2295777 B - CVE-2024-6508 openshift-console: OAuth2 insufficient state parameter

entropy
e BZ-2297771H - CVE-2024-6345 pypa/setuptools: Remote code execution via download

functions in the package_index module in pypa/setuptools
« BZ-2310908 & - CVE-2024-45296 path-to-regexp: Backtracking reqular expressions cause

HostToContainer mountPropagation, breaks CSI driver
« OCPBUGS-33815 & - openshift-controller-manager overwriting/undoing changes to

ServiceAccount imagePullSecrets
« OCPBUGS-33834H - openshift-controller-manager pod panic due to type assertion

container
« OCPBUGS-34034 5 - ART requests updates to 4.17 image ose-cluster-bootstrap-container

container
. OCPBUGS—34217_|':'}_' - ART requests updates to 4.17 image ose-csi-driver-shared-resource-

container
« OCPBUGS-34285 & - ART requests updates to 4.17 image ose-network-metrics-daemon-

container
« OCPBUGS-34314 & - ART requests updates to 4.17 image aws-kms-encryption-provider-

container
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e OCPBUGS-34643 & - metrics do not show up at openshift console

provisioning
« OCPBUGS-35868 E - ART requests updates to 4.17 image ose-sriov-network-metrics-

exporter-container
« OCPBUGS-36213 & - webhook service is missed in openshift-console-operator namespace

outage

during release prep
« OCPBUGS-38563 & - [release-4.17] Directly mutating links in useMemo may not result in re-

render
« OCPBUGS-38574 B - [4.17] use pooled client for etcd single member health checks

(openshift-*-infra)
« OCPBUGS-38784 B - [4.17] redfish-virtualmedia fails on xFusion nodes

latest stable API
¢ OCPBUGS-39013 'Z - Ironic inspection fails due to utf-8 decoding issue on Disk serial

correctly
« OCPBUGS-390915 - [release-4.17] clear all filters button is counted into resource type

number
« OCPBUGS-39120 & - [cluster-samples-operator][4.17] Update the supported samples from

openshift/library
« OCPBUGS-39124 & - Fajlure to pull NTO image preventing startup of ocp-tuned-one-

shot.service
« OCPBUGS-39286 & - UPI playbook failing due to missing metadata.json

MachineConfigPool
« OCPBUGS-42098 B - HostedClusterConfigOperator used wrong certificate for Kube

certificate authority
« OCPBUGS-42116 & - GCP Principal remains in Host project
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« OCPBUGS-42126 & - [IBMCloud] update the "Tested instance types for IBMCloud"

error "failed to create the private managed zone"
« OCPBUGS-42164 & - oc adm prune deployments™ does not work and giving panic when using

--replica-set option
¢ OCPBUGS-42200 'Z - MCPs report wrong number of nodes when we move nodes from one

custom MCP to another custom MCP
e OCPBUGS-42223 & - [release-4.17] The highlighted lines for "Hide Lightspeed" is shown on

top of Lightspeed popup modal.
« OCPBUGS-42232 4 - openshift-apiserver panicked with runtime error

Pagination
¢ OCPBUGS-42256 E'/' - Panic seen in Cl job for MCC pod

ClusterRole SCC binding

o OCPBUGS-42296 & - Azure: installation failed when controlPlane.platform is empty in install-
config

o OCPBUGS-42323 B _ IRQBALANCE_BANNED_CPUS is not updated with isolated cpus when

irq load balancing is disabled
« OCPBUGS-42336 1 - [4.17] Fix ImageEcosystem tests

reporting as available in disabled cluster

o OCPBUGS-42362 & - Continuous pull-secret updates / slow initialization on buildO1 (test
platform infrastructure)

» OCPBUGS-42380 & _ [4.17] Monitoring should be enabled by default when installing

OpenShift Lightspeed
« OCPBUGS-42394 & - Azure private account setup with vnet discovery fails to find vnet by tag

image

NOT mandatory
« OCPBUGS-426124 - cluster-api-operator not sync with upstream version missing features
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4/29/26, 7:10 PM RHSA-2024:7922 - Security Advisory - Red Hat Customer Portal
. OCPBUGS—42622_‘§/‘: - could not install cli-manager-operator on arm64 clusters

new config
« OCPBUGS-42678 B - Service name field should not use id "toggle-host".

hostname
e OCPBUGS-42721H - oc command won't mirror images with different name, but same layers

rhel9 repository
« OCPBUGS-42812 @ - Errors when the image registry is configured to use a custom Azure

storage account located in a different resource group blocked the upgrade
« OCPBUGS-42814 & - Samples Operator Sync Breaks Build Suite Tests

results in remaining data
« OCPBUGS-41255 B - Configure-ovs doesn't persist ethtool configuration

been installed in openshift-operators namespace
« OCPBUGS-41357 B - Supporting Bridge Type Linux Interfaces for Primary Networking

CrashLoopBackOff on osp
« OCPBUGS-41622 @ - [4.17] Bootimage bump tracker

to the cluster
« OCPBUGS-41817 & - "pods should successfully create sandboxes by adding pod to network"

are failing on multiple platforms
« OCPBUGS-41893 & - Disable Extension Catalog navigation item

Telemetry
« OCPBUGS-41914 & - [release-4.17]

https://console.redhat.com/api/gathering/v2/%s/gathering_rules should have %s populated
¢ OCPBUGS-41933 D’ - Cloud Event APl GET CurrentState has extra '/' in ResourceAddress
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« OCPBUGS-42006 & - cns-migration tool doesn't checks for vcenter version before starting

migration

¢ OCPBUGS-42007 'Z - Removed vSphere CSl driver leaves lot of conditions

non-privileged users

¢ OCPBUGS-42060 D’ - Console crashes when ssh is selected in add secret for starting a

pipeline run

« OCPBUGS-42066 & - Speed up CMO e2e tests [4.17]
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