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Overview

Updated Images

Synopsis

Important: Logging for Red Hat OpenShift - 5.8.17

Type/Severity

Security Advisory: Important

Topic

Logging for Red Hat OpenShift - 5.8.17

Description

Logging for Red Hat OpenShift - 5.8.17
cluster-logging-operator-container: Info Leak via Uninitialized Stack Contents [openshift-logging-
5.8](CVE-2024-12085)

Solution

For OpenShift Container Platform 4.13 see the following documentation, which will be updated
shortly for this release, for important instructions on how to upgrade your cluster and fully apply this
errata update:
https://docs.openshift.com/container-platform/4.13/release_notes/ocp-4-13-release-notes.html [

For Red Hat OpenShift Logging 5.8, see the following instructions to apply this update:
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https://docs.openshift.com/container-platform/4.13/logging/cluster-logging-upgrading.html [

Affected Products

¢ Logging Subsystem for Red Hat OpenShift for ARM 64 5 for RHEL 9 aarch64

¢ Logging Subsystem for Red Hat OpenShift 5 for RHEL 9 x86_64

¢ Logging Subsystem for Red Hat OpenShift for IBM Power, little endian 5 for RHEL 9 ppc64le
¢ Logging Subsystem for Red Hat OpenShift for IBM Z and LinuxONE 5 for RHEL 9 s390x

Fixes

» LOG-6582 & _[release-5.8] Emit stream labels following OTel Semantic Conventions as a

forward compatibility measure
e LOG-6636 B - [release-5.8] Update to Loki 3.3.2

CVEs
e CVE-2019-12900 &

e CVE-2024-2236 4

e CVE-2024-2511E

+ CVE-2024-3596 &
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