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Synopsis

Important: Logging for Red Hat OpenShift - 5.9.11

Type/Severity

Security Advisory: Important

Topic

Logging for Red Hat OpenShift - 5.9.11

Description

Logging for Red Hat OpenShift - 5.9.11

logging-fluentd-container: HTTP request smuggling (CVE-2024-47220)

cluster-logging-operator-container: Info Leak via Uninitialized Stack Contents (CVE-2024-12085)

Solution

For OpenShift Container Platform 4.14 see the following documentation, which will be updated

shortly for this release, for important instructions on how to upgrade your cluster and fully apply this

errata update:

https://docs.openshift.com/container-platform/4.14/release_notes/ocp-4-14-release-notes.html '

For Red Hat OpenShift Logging 5.9, see the following instructions to apply this update:
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Overview

Updated Images

Subscriptions Downloads Red Hat Console Get Support

Cookie Preferences and Opt-Out Rights
Your Choices About Cookies on this Site

A cookie is a small amount of data that is sent to your browser from a web

server and stored on your device. The cookie may be placed by Red Hat or by

an authorized third party.

When you use this site, Red Hat uses cookies and other technologies which

are necessary to enable the basic features of the site to function (Required

cookies). Subject to your preferences, Red Hat and its authorized partners

may also use cookies to analyze your use of the website to evaluate and

improve our performance, to improve our service to you and to personalize

your experience (Functional cookies) as well as advertising cookies to show

you ads that are more relevant to you (Advertising cookies). We honor the

preferences you select.

In addition to the services they provide to Red Hat, certain Red Hat

authorized partners may also use this data for their own purposes or for

targeted advertising. This activity may qualify as a "sale" or “targeted

advertising” under certain data protection laws. You can make choices using

the buttons below to allow or prevent such uses.

Accept default will keep your preferences set to accept all cookies (Required,

Functional and Advertising), which enables us to provide you a personalized

web experience and more relevant ads on third party websites. This means

that you allow our partners to collect and use this data.

Required Cookies only will set your cookie preferences to "Required Cookies"

only. This will prevent our partners from collecting and using this data but may

also prevent us from providing you a personalized web experience and more

relevant ads on third party websites. Cookie preferences will provide further

information and allow you to customize your cookie settings. Setting your

cookie preferences to "Required Cookies only" will opt you out of "sales" and

"targeted advertising".

Clearing your browser cookies may delete your cookie preferences If you re-
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https://docs.openshift.com/container-platform/4.14/logging/cluster-logging-upgrading.html '

Affected Products

Logging Subsystem for Red Hat OpenShift for ARM 64 5 for RHEL 9 aarch64

Logging Subsystem for Red Hat OpenShift 5 for RHEL 9 x86_64

Logging Subsystem for Red Hat OpenShift for IBM Power, little endian 5 for RHEL 9 ppc64le

Logging Subsystem for Red Hat OpenShift for IBM Z and LinuxONE 5 for RHEL 9 s390x

Fixes

BZ - 2314051 ' - CVE-2024-47220 WEBrick: HTTP request smuggling

BZ - 2330539 ' - CVE-2024-12085 rsync: Info Leak via Uninitialized Stack Contents

LOG-5691 ' - All the logs are mounted in the collector when using multi log forwarder in

RHOCP 4

LOG-6586 ' - fluentd does not honour the cluster-wide no_proxy configuration for http

output

LOG-6581 ' - [release-5.9] Emit stream labels following OTel Semantic Conventions as a

forward compatibility measure

LOG-6635 ' - [release-5.9] Update to Loki 3.3.2

LOG-6645 ' - [release-5.9] False Forbidden error when a user with view access to loki logs in

Aggregated Logs menu

LOG-6656 ' - [Logging5.9][Vector] CLF's syslog.addLogSource should be reflected only to

container logs as well as fluentd

CVEs

CVE-2019-12900 '

CVE-2024-12085 '

CVE-2024-47220 '

References

https://access.redhat.com/security/updates/classification/#important '

The Red Hat security contact is secalert@redhat.com. More contact details at

https://access.redhat.com/security/team/contact/.

4/14/26, 10:40 PM RHSA-2025:1227 - Security Advisory - Red Hat Customer Portal

https://access.redhat.com/errata/RHSA-2025:1227 2/3

https://docs.openshift.com/container-platform/4.14/logging/cluster-logging-upgrading.html
https://docs.openshift.com/container-platform/4.14/logging/cluster-logging-upgrading.html
https://docs.openshift.com/container-platform/4.14/logging/cluster-logging-upgrading.html
https://bugzilla.redhat.com/show_bug.cgi?id=2314051
https://bugzilla.redhat.com/show_bug.cgi?id=2314051
https://bugzilla.redhat.com/show_bug.cgi?id=2314051
https://bugzilla.redhat.com/show_bug.cgi?id=2330539
https://bugzilla.redhat.com/show_bug.cgi?id=2330539
https://bugzilla.redhat.com/show_bug.cgi?id=2330539
https://issues.redhat.com/browse/LOG-5691
https://issues.redhat.com/browse/LOG-5691
https://issues.redhat.com/browse/LOG-5691
https://issues.redhat.com/browse/LOG-6586
https://issues.redhat.com/browse/LOG-6586
https://issues.redhat.com/browse/LOG-6586
https://issues.redhat.com/browse/LOG-6581
https://issues.redhat.com/browse/LOG-6581
https://issues.redhat.com/browse/LOG-6581
https://issues.redhat.com/browse/LOG-6635
https://issues.redhat.com/browse/LOG-6635
https://issues.redhat.com/browse/LOG-6635
https://issues.redhat.com/browse/LOG-6645
https://issues.redhat.com/browse/LOG-6645
https://issues.redhat.com/browse/LOG-6645
https://issues.redhat.com/browse/LOG-6656
https://issues.redhat.com/browse/LOG-6656
https://issues.redhat.com/browse/LOG-6656
https://access.redhat.com/security/cve/CVE-2019-12900
https://access.redhat.com/security/cve/CVE-2019-12900
https://access.redhat.com/security/cve/CVE-2019-12900
https://access.redhat.com/security/cve/CVE-2024-12085
https://access.redhat.com/security/cve/CVE-2024-12085
https://access.redhat.com/security/cve/CVE-2024-12085
https://access.redhat.com/security/cve/CVE-2024-47220
https://access.redhat.com/security/cve/CVE-2024-47220
https://access.redhat.com/security/cve/CVE-2024-47220
https://access.redhat.com/security/updates/classification/#important
https://access.redhat.com/security/updates/classification/#important
https://access.redhat.com/security/updates/classification/#important
mailto:secalert@redhat.com
https://access.redhat.com/security/team/contact/
https://redhat.com/en
https://www.linkedin.com/company/red-hat
https://www.linkedin.com/company/red-hat
https://www.linkedin.com/company/red-hat
https://www.linkedin.com/company/red-hat
https://www.youtube.com/user/RedHatVideos
https://www.youtube.com/user/RedHatVideos
https://www.youtube.com/user/RedHatVideos
https://www.youtube.com/user/RedHatVideos
https://www.facebook.com/RedHat
https://www.facebook.com/RedHat
https://www.facebook.com/RedHat
https://www.facebook.com/RedHat
https://x.com/RedHat
https://x.com/RedHat


Partial system outage

About Red Hat

Jobs

Events

Locations

Contact Red Hat

Red Hat Blog

Inclusion at Red Hat

Cool Stuff Store

Red Hat Summit

© 2026 Red Hat

Privacy statement

Terms of use

All policies and guidelines

Digital accessibility

Cookie Preferences and Opt-Out Rights

Quick Links

Help

Site Info

Related Sites

4/14/26, 10:40 PM RHSA-2025:1227 - Security Advisory - Red Hat Customer Portal

https://access.redhat.com/errata/RHSA-2025:1227 3/3

https://status.redhat.com/
https://redhat.com/
https://redhat.com/
https://redhat.com/en/about/company
https://redhat.com/en/jobs
https://redhat.com/en/events
https://redhat.com/en/about/office-locations
https://redhat.com/en/contact
https://redhat.com/en/blog
https://www.redhat.com/en/about/our-culture/inclusion
https://coolstuff.redhat.com/
https://www.redhat.com/en/summit
https://redhat.com/en/about/privacy-policy
https://redhat.com/en/about/terms-use
https://redhat.com/en/about/all-policies-guidelines
https://redhat.com/en/about/digital-accessibility

