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Security Advisory: Important

Topic

Logging for Red Hat OpenShift - 5.9.11

Description

Logging for Red Hat OpenShift - 5.9.11
logging-fluentd-container: HTTP request smuggling (CVE-2024-47220)
cluster-logging-operator-container: Info Leak via Uninitialized Stack Contents (CVE-2024-12085)

Solution

For OpenShift Container Platform 4.14 see the following documentation, which will be updated
shortly for this release, for important instructions on how to upgrade your cluster and fully apply this
errata update:
https://docs.openshift.com/container-platform/4.14/release_notes/ocp-4-14-release-notes.html o

For Red Hat OpenShift Logging 5.9, see the following instructions to apply this update:
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Affected Products

¢ Logging Subsystem for Red Hat OpenShift for ARM 64 5 for RHEL 9 aarch64

¢ Logging Subsystem for Red Hat OpenShift 5 for RHEL 9 x86_64

¢ Logging Subsystem for Red Hat OpenShift for IBM Power, little endian 5 for RHEL 9 ppc64le
¢ Logging Subsystem for Red Hat OpenShift for IBM Z and LinuxONE 5 for RHEL 9 s390x

Fixes

« BZ - 23140514 - CVE-2024-47220 WEBrick: HTTP request smuggling

e BZ-2330539 L'} - CVE-2024-12085 rsync: Info Leak via Uninitialized Stack Contents

e LOG-5691H - All the logs are mounted in the collector when using multi log forwarder in

RHOCP 4
e LOG-6586 H - fluentd does not honour the cluster-wide no_proxy configuration for http

forward compatibility measure
e LOG-6635H - [release-5.9] Update to Loki 3.3.2

Aggregated Logs menu
e LOG-6656 B - [Logging5.9][Vector] CLF's syslog.addLogSource should be reflected only to

container logs as well as fluentd

CVEs
e CVE-2019-12900 &

References

e https://access.redhat.com/security/updates/classification/#important [

Red Hat
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